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LNS
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hostname Ins

!

vpdn enable

!

vpdn—group lns
accept—dialin
protocol 12tp
virtual—-template 1
terminate—from hostname lac
local name lns

no 12tp tunnel authentication



12tp tunnel receive—window 1024
!
username ccb@ccbh. com password 0 ccb123
archive
log config
hidekeys
!
interface FastEthernet0/0
description Connect to ACS4.1
ip address 1.1.1.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
description Connect to LAC F0/1
ip address 202.100. 1. 254 255. 255. 255. 0
duplex auto
speed auto
!
interface Virtual-Templatel
ip address 11.1.1.254 255.255.255.0
peer default ip address pool ccb
ppp authentication chap
!
ip local pool ccb 11.1.1.1 11.1.1.253

LAC

|
hostname lac
!
vpdn enable
vpdn search—order domain
!
vpdn—group lac
request—dialin
protocol 12tp
domain ccb
domain cch. com
initiate—to ip 202.100. 1. 254
local name lac
no 12tp tunnel authentication

12tp tunnel receive—window 1024



interface FastEthernet0/1
ip address 202.100. 1.1 255.255.255.0
duplex auto

speed auto

!

interface Seriall/0

no ip address
encapsulation ppp

serial restart—delay 0
ppp authentication chap
!

interface Seriall/l

no ip address
encapsulation ppp

serial restart—delay 0

ppp authentication chap

ClientA

|
hostname ClientA
!
interface Seriall/0
ip address negotiated
encapsulation ppp
serial restart—delay 0
ppp chap hostname ccb@cch. com
ppp chap password 0 ccb123
|

ip route 0.0.0.0 0.0.0.0 11.1.1.254
!

ClientB

|
hostname ClientB
!
interface Seriall/l
ip address negotiated
encapsulation ppp
serial restart—delay 0
ppp chap hostname ccb@ccb. com

ppp chap password 0 ccb123



!

ip route 0.0.0.0 0.0.0.0 11.1.1.254

IGUE VPDN RS S ) %8 g ClientA ClientBHEREHBHEIR AL
Ins#show vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 2

LocTunID RemTunID Remote Name State Remote Address Sessn L2TP Class/
Count VPDN Group
25915 57078 lac est 202.100. 1.1 2 Ins

Ins#tshow vpdn session

LL2TP Session Information Total tunnels 1 sessions 2

LocID RemID TunID Username, Intf/ State Last Chg Uniq ID
Veid, Circuit

31 31 25915 ccb@ccb. com, Vi2. 1 est 00:53:05 30

32 32 25915 ccb@ccb. com, Vi2.2 est 00:47:35 31

lacttshow vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 2

LocTunID RemTunID Remote Name State Remote Address Sessn L2TP Class/
Count VPDN Group
57078 25915 Ins est 202.100. 1. 254 2 lac

lac#show vpdn session

L2TP Session Information Total tunnels 1 sessions 2

LocID RemID TunID Username, Intf/ State Last Chg Uniq ID

Veid, Circuit



31 31 57078 ccb@ccb. com, Sel/0 est 00:53:37 424
32 32 57078 ccb@cch. com, Sel/1 est 00:48:07 546

ClientAffshow interfaces serial 1/0

Seriall/0 is up, line protocol is up
Hardware is M4T
Internet addres$lis. 1.1/32
MTU 1500 bytes, BW 1544 Kbit/sec, YDROOOO usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Listen: CDPCP
Open: IPCP, crc 16, loopback not set
Keepalive set (10 sec)
Restart—-Delay is 0 secs
CRC checking enabled
Last input 00:55:48, output 00:00:09, output hang never
Last clearing of “show interface” counters 01:55:28
Input queue: 0/75/0/0 (size/max/drops/flushes): Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
5468 packets input, 104734 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, O CRC, 0 frame, O overrun, O ignored, 0 abort
4469 packets output, 76636 bytes, 0 underruns
0 output errors, 0 collisions, 948 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
948 carrier transitiondCD=up DSR=up DTR=up  RTS=up CTS=up

ClientB#show interfaces serial 1/1

Seriall/1 is up, line protocol is up
Hardware is M4T
Internet addressllisl. 1.2/32
MTU 1500 bytes, BW 1544 Kbit/sec, YDROOOO usec,
reliability 255/255, txload 1/255, rxload 1/255



Encapsulation PPP, LCP Open
Listen: CDPCP
Open: IPCP, crc 16, loopback not set
Keepalive set (10 sec)
Restart—-Delay is 0 secs
CRC checking enabled
Last input 00:50:51, output 00:00:06, output hang never
Last clearing of “show interface” counters 01:54:53
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
3750 packets input, 72497 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
3280 packets output, 54931 bytes, 0 underruns
0 output errors, 0 collisions, 625 interface resets
74 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
625 carrier transitiondCD=up DSR=up DTR=up RTS=up CTS=up
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1) INS 5 ACS HR%5#snlibs
Insttping 1.1.1. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/22/40 ms
Ins#

1) ZELNS _F¥shn 3A AIFARSS 2%, 3368 VPDN  IFFR Sl 3a RS2, ANd A H A GE
NS

aaa new—model
radius—server host 1.1.1.254 auth—-port 1645 acct—port 1646 key ccb



|
aaa authentication hagim group radiugttin2 2 TIHEL 3A k5s 28
aaa authentication yppmm group radius M2 H T ppp 3A IAUE
aaa authorization netwowh group radiugtby 2 FEH T PPP #ZALLIEA] 3A HRss2edt
1% TP ikl
aaa authorization auth—proxy default groithrr@diass FH TACEEJAE ] AN
|
interface Virtual-Templatel
ip address 11.1.1.254 255.255.255.0
peer matclaa-pools AT A 3A R4S 28 Ly bkl
no peer default ip address
ppp authentication chain A 7<fRaE PPP AUl 3A list
ppp authorizatiandn ALK RTEE PPP HlFZ AN 3A 1ist
end
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Gisco SvsTems

User Setup

User: ccb@ccb.com (New User)

U=zer
Setup

Group
Setup

[T Account Disabled

Cormponents

% Shared Profile

Metwaork
Configuration Supplementary User Info ? |

o System
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Interface Description
Configuration
=]
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Ins#test aaa group radius ccb@cch. com ccb123 ne
Instftitest aaa group radius ccb@cch. com ccb123 new—code

User successfully authenticated
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