ETRHI WEB Bt 55 7

Case based WEB attack and defense
research



mE

IR ST 4 22 4, AR SO A — B8 LA WEB X 5 RT3 3B R,
N T I SEZG], WAL 2 — A 5 2 Bt 0 WEB R FHAR P (DVWAD. fE3C
HRLEE TR E LI WEB Mo 77 3K, AR IR 1K B WL 5 3K — LB A vk
KB e NGB8 222 HME, IXNTFEAK WEB 224 Bl BA

RPEF: W4, WEB %24, Zf5|, WEB ¥, WEB Milifl



Abstract

In order to further study network security, this article will use some common
WEB attack methods to conduct penetration test. In order to simulate real cases, the
test environment will be a vulnerable WEB application (DVWA). This article
summarizes some common WEB attack methods, and of course, some defense
methods for these common attacks. This article hopes to have a part of the security
reference value for security personnel, which will be of great significance to reduce

the threat of WEB security.
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