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Design and implementation of Database intrusion

Detection based on data Mining
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Abstract

Abstract

In recent years, with the rapid development of Internet technology,
Internet devices and computers are widely used in society, which has a great
impact on people’ s lives. However, due to the great complexity of the Internet,
a variety of network problems continue to appear. Many organizations connect
their databases to network databases, which contain a lot of private data that
are vulnerable to attacks by criminals. With the continuous research and
analysis of database intrusion technology, the security of database can not
be guaranteed. As a security defense measure that can detect, audit and record
illegal intrusion from outside and inside the network, intrusion detection
system arises at the historic moment.

This paper analyzes and studies the database security mechanism, studies
the defects of the traditional database security mechanism, and introduces
in detail the contents of database, data mining and intrusion detection
technology. This paper describes the application of data mining and intrusion
detection in database, and designs a database intrusion detection system based
on data mining. The database intrusion detection system designed in this paper
can be divided into five modules: data acquisition and processing, data mining,
rule matching, intrusion detection and response unit. The algorithm hybrid
engine of anomaly and misuse detection is used to improve the efficiency of
data intrusion detection, and the passive response mode is used to realize

the intrusion detection response.
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