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Abstract

Smart grid uses emerging Internet of Things technology in the power system to
collect system data to analyze grid power demand and system status. With the rapid
development of smart grid, massive real-time data needs to be frequently transmitted
from smart meters to cloud servers for processing, which promotes the application
and deployment of cloud computing-based smart grid systems. Adding intermediate
fog nodes between cloud servers and smart meters has become an important trend to
improve cloud computing performance. However, while the fog computing
architecture brings performance improvement, how to efficiently collect and process
data on the premise of protecting the security and privacy of big data in the smart grid
has become an important issue that needs to be solved urgently for the smart grid
based on fog computing.

This paper studies and solves the problem that the current fog computing-based
smart grid data aggregation schemes are prone to single point failure of fog nodes,
and has high computation cost and communication overhead. The main work includes
the following aspects:

(1) A smart grid multi-dimensional data aggregation scheme for single point of
failure is proposed. Based on the fog computing smart grid system model with fog
clusters, this paper designs a fog node allocation strategy. A fog group containing
multiple fog nodes is corresponding to multiple smart meter sub-areas, and the fog
nodes in the fog group are assigned for data aggregation by using the dynamic priority
method to reduce the risk of single point failure. Furthermore, a privacy preserving
multi-dimensional data aggregation scheme is proposed, which supports smart meters
to report multiple types of data to the control center at a time to achieve efficient data
processing. Security analysis shows that this scheme can better satisfy the security.
The performance analysis shows the advantages of this scheme in computation.

(2) Based on the fog computing smart grid model without trusted authority, this
paper proposes an efficient multi-dimensional data aggregation scheme, which not
only reduces communication links, but also ensures the security of data aggregation.
The scheme adopts the elliptic curve encryption mechanism, supports data encryption
without relying on trusted authority, reduces a large amount of communication
overhead due to key distribution; Furthermore, the bilinear pairing technology of

batch verification is used to achieve efficient identity verification; Security analysis



proves that the smart grid's efficient multi-dimensional data aggregation scheme
without trusted authority can achieve data privacy and security; ensure that users'
personal information cannot be obtained during the data aggregation. The
performance analysis shows that this scheme has lower computational cost and
communication overhead compared with the existing scheme.

Keywords: Smart Grid; fog computing; data aggregation; privacy perserving
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HEEFEEHLE] (I Wi-Fis 528, ZigBee. M N4 %) KhFRIRA K H L4
i e B, TR AR R BIE A 7 IR S5 4 . H R H O Bl ) S A
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(4,4)
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2.3.4 WLk IErRET
W G,G, Z[E—ZFEW a I MEFRIERE, P 28 G 1A RUT, ik G fI G,

12



Mixf, e:GxG—G;, Hrhe(P,P)=1He(aP,bQ)=e(R,Q)" G, , FHHHH
fcsifidabeZ,: P,QeG.
(1) Mkitt: vg,eG,vg,eGfMVabeZz,, e(gf,gg):e(gl,gz)abo
(2) dEBMutE: 39, eGHIY, €G,, HHM e(9,,0,) %1 -
(3) "JitHEME: Vg, eG,, V9,eG, e(9,,0,) =M iTHM,

2.4 KRB
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3.2 MKZIRE

321 REGiER

KRR E T SRR, W8T — =g e MY, ik 3-1 Fr
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331 ERZIB1K

T HETZIFERE RN ARG, TEIM TA A RGHET I TR
ZHAERN . BAPRINT:

IR 1 TA FIEBEMABEN H ML R RF P A1, HENn=p-q{EN[H
AMEMAH, FBEXREHL(X)=(x-1)/n. & i=lem(p-1,q9-1),
,u=( g” mod n? ) mod n, HiigeZ’,, 1%11Egcd(L(g‘modn2),n)zlo It
HAF Paillier FAMFEMAHA(n ), BHAL L) TAEFE—AHTMEFIFEN

;l*jzr eZ .
S 2. TA O B HL B AR B A AR B W - W, AN B N AL % 2 ¥s, € Z,
(i=1...,w,j=L...,w,), gfpﬁﬁrﬁ;sj,

sj:zl:sij mod n (3-1)
i=1

BIE 3 TARPFE— M RAMMERARS: h:{01 —{01".
IR 4 TA R BRI BN M2 I T8 4 IIE R L 54 ok, AT
5 R ] 0 2 1 %4 SR E 5235 pk

332 i

Bt SM,, FN,, CCHETEEM TA BEATIEM, FRATX IEM B Wi T -

SMyvEM: SMy Ciefl,2,...,w}) ilid 2 fEE F TA KEFAHME R My G
MHE A& B RE R 1D, ﬁHFE u,uﬁfm B2, TA N SMy i H— > S 4y id
TA K% {5, 9,sk; id; 5, } 45 SM,

FNj it FNy Cjef{l2,...,w,} ) liid 2 EiEn TA REEIHMEEm; (F
MEREESZ A ID, HFMEER, MEFES), TA NN ®FE—H4rid;,
TA 3% { pk;,id; 45 FN;

CCiEMt: CC H2eikff— 54 ID, . SRJF, TA Ki% {4 u pk;.s;} % CC.

E LR SMy, FNj, CCEMZIG, TA RikItsa] sk, | 4/ Aias D 324
fii %Gz 5 {nhy .

333 HEHEHERIIEXRSE

MR Az B g ym FN 4k, #lind: 15 7o sk s —k. N TR
FRaAL, R R T E I MR RAE R . BN R HLR SM X RAE R 1 k Fhk
iﬁﬁ Eﬁé&ﬁ( i1? |2’“" Ik)%ﬂyiii9 E:{ZIKQQ%%&I]F;

AR L K KM L B s A -

d, =(m), 10, x=1,....k (3-2)
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A (3-2) e a=([log, (w)]+2)-(x-1). 2 FR—FREEHERE M AORAR:
5.
éﬁﬁ%}ﬁ’ SMij H_‘ﬁ Dij :

D, =Z d, (3-3)

TN IAR RS2 S;
M; =D; +5; mod n (3-4)

L% 2. SM, K gntYJE I i 8 Dy R ABI(n.g), 1B1T Paillier [
R RFCE P

—~Mi n
C,;=g " -ry modn* (3-5)
PR 3. SM Al F =3 41 sk AR iU SRR A4
o, =h(c, Ilid, IT,)™ (3-6)

X, (3-6) T, o AT ARG, A8 R0 L T
AR 4 SMy JOR {Cij idy, T, 0 } T 25 AH L S5 8

334 ETEHNME

52 SCHRI691 K AR A S0 S FE AL, W b — 7 A4 43 L SIS
B8 3-2 i, HRAE A LSS, AMACERKE 5 SM T [X I8 b 13t B AR 45 40
TR B AL, B — B A A SM T X R R AR,
RIS 251 0 B R ) SR . LA S A

WM L. BN S GV MR X B B R ORI B PN
(qe{l2-mb), 4B ABENLEGE PN RS, FRMRIeg N E R 25
BASI PList={p,}, P; %5 PN, ItR2E%, Py 20 CIROGHEUERA, o
.

B 2. A TESBACEIFEA SM TIX I K 12 1 B

B 3: AR SRS TR SM TR T ZHE FN. IRE, 4
MOS8 NS 4. WRR, AMTCESE: A0 5,

W 4 SRERBA PR R T SN, . HICERIEZ SM T
DX 3 B2 (K 36 S { sk | 4 N, EZ6 MBI PN AR 262 p; +1.

WES. PN GRS T Kb i SM i R

WP 6: FINRAA SM A RS . WA, S, W, HASE
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HIRT: ENAESPATEE ARG, FIW FN 2 S BEURE S, Wi, FNf
dedk p=0, WRTE, FN%EHp =p -3
IR 8: FN HZfLsedt b KNG I PList . % NP PR 3,

C

PList

FN; FN +1

335 HIERSE

BN, BB A TR, PN BRI DR -
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un:

oy=c; =h(C, llid, ||Tp)Skij (31
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— i, pn 2
=[T9™ - modn
i=1

%Mij w n (3-8)
= g i=1 ~[H r”] mOd n2
i-1

%(D“— +s;; Jmodn (
=g .
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W n
Hru) mod n’

(3-8 w1, WRIR SM 7 IX A B e FEL R I HUE
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o, =h(C, lid;[IT,) (3-9)
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336 ZRBEAEHUEMZE
RO CRR 1 B4 PN RIE TR AR S5, BT DL R R
PR 1. O ARSI K EET, & prid;, JFRERE%4:

o,=0! =h(C, Ilid, [IT,)™ (3-10)

I I 0 TR A 4 = A LRI AR R — 5, TR R sl %
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S 2: CC AR AR B A o
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j=1

:ﬂ[ﬂcij mod an (3-11)
j=1 \i=1
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(310w, Wy R P A0 B i v L Y 550 AU
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4M=3 " (D +s;)modn, R=[T\r . B (3-8) -

C,=g" -R"modn? (3-12)
PO R (A 1) TREM
M=L(C{ modn®)umodn (3-13)

fift s Jm Bl R P S 3R A
W
> D, =M —s,modn (3-14)
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IR 4 Pilho 8 A R BOR A R AR Y d, . CCff —HIFE
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