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M % C
(ZRME)
HAIE B BIRGE

ZRAD AN

BUAEB A FR A ASN. 1 X B ARSI S5 i AT 08, R\ 15 g (Octet

Encoding Rules, OER) #H{T4w5.

C.2

C.3

C.3.

C. 3.

C. 3.

BIREHMENX
I T R T SR IR R g e SO A
Uint8 ::= INTEGER(O. . 255) — (hex) ff
Uint16 ::= INTEGER(O0..65535) —(hex) ff ff
Uint32 ::= INTEGER(O..4294967295) —(hex) ff ff ff ff
WEPEIER T

1 Certificate

Certificate ::= CertificateBase (ExplicitCertificate| Reserved)

SequenceOfCertificate ::= SEQUENCE OF Certificate
HNCertificateBaseZi ) HIEHE, Efan 7 HFIEBA M TBRAS.

2 CertificateBase

CertificateBase ::= SEQUENCE {

version Uint8(3),

type CertificateType,
issuer Issuerldentifier,
tbsigned ToBeSignedCertificate,

signatureValue SignatureValue OPTIONAL

}

ZHAR S LU

——version: UWEFERIMRAS, HFERMEEN “37 .

——type: FR/NUET R BRWEIAMR . ST RRER, HFBENEEN explicit, X T HAMIE
B, WTFENEEN reserved. A ST N RN BIoRIET .

——issuer: UEPBHIZERTT .

——tbsigned: IEBHNE. MTRBRUEF, EAEBBALIRUEBEA R, %7 BOR I Ay bR 2R
A X T HARUE R R A R e, RS T H A A REUR IS A AR, 1% 7 B e Ay PR AR
HIEN . ZFBEHRIGT W C. 3. 7 ToBeSignedCertificates

——signatureValue: fU&7E ExplicitCertificate F1. 'BIH issuer FEEFARIRHIZ 4L E1E
tbsigned MIHIA it HE 24

3 CertificateType



C. 3.

C.3.

C. 3.

CertificateType ::= ENUMERATED {
Explicit,
reserved

}
PEMZE SRR AR 7R 2 B P B AR SR IE S .

4 ExplicitCertificate

ExplicitCertificate ::= CertificateBase (WITH COMPONENTS { ...,
type (explicit),
toBeSigned (WITH COMPONENTS { ...,
verifyKeyIndicator (WITH COMPONENTS { verificationKey } )

1)
signature PRESENT

D)
f&CertificateBaseZs s, & Bk KIrE 7.

5 Issuerldentifier

Issuerldentifier ::= CHOICE {

sha256AndDigest HashedId8,
self HashAlgorithm,
sha384AndDigest HashedId8,
sm3AndDigest HashedId8

}

R RO @ 1 XA BORHA € (8 WA 25 SRR RIS IEIE TS o FEASC R, R F SM3%:
—— AR A E R AR Hashed1d8, "B HIEHS TR 7 BLam Ay iy Sk v AR 2
—— H A IE A S A AREAT B U (K e Ay S5 A0 45 SM3 (F£ sm3AndDigest (5L T) 5%
——UE A TR s 28 AUE S IO A B BEAT SR IE

6 Hashed|d8

HashedId8 ::= OCTET STRING(SIZE (8))
BRI E A — N AR R AW 7 E . 45 2 s 45 7 ¥ Hashed T dSiE i 11 5 gm b BUHE 45 74

IRRBMEL . JF RIS i ) AL 8N 7 R FRAT 2 AR 48 7 1 U R I 5 ARS8 19 2 HU ML Y B¢
Ja8 A . HI TR 4 E B 454 fHashed TdS{E A MG Ay SRR T B R S3C. fEAR S, X TE&
HashedTd8 7 BUiIRE— MR 45K, 48970 RH IR S - B S e il 5 s 5 B

C. 3.

7 ToBeSignedCertificate

ToBeSignedCertificate ::= SEQUENCE {

id Certificateld,

cracald HashedId3,

crlSeries CrlSeries,

validityPeriod ValidityPeriod,

region GeographicRegion OPTIONAL,



C. 3.

assurancelLevel SubjectAssurance OPTIONAL,
applssuePermissions SequenceO0fAidSsp OPTIONAL,
certlssuePermissions Sequence0fAidGroupPermissions OPTIONAL,

certRequestPermissions SequenceOfAidGroupPermissions OPTIONAL,

canRequestRollover NULL OPTIONAL,
encryptionKey PublicEncryptionKey OPTIONAL,
verifyKeyIndicator VerificationKeyIndicator,

1

ToBeSignedCertificateZ5t 7B EA LT & Lo

——id WAL ERN RANEBRA E E R

——cracald FlFiR M4 51 KA UEHHRUE 5138 (CRL) FRIREB S AL CA(CRA) , & HIAEH A AEH BN
EUE PR 511326 (CRL) |. HashedTd3 ff Uk ima A Bkt & . A AMEH cracald, %7
BwEANEE.

——crlSeries R/~ 5UEF AT 8 HH I HRE € UE AU A CA (CRACA) AHSG I CRL 2471,

——validityPeriod W& IEF I XY

——region R/NIEBIE MK, ZTFBABEEAMMIA.

——assuranceLevel F/RUEBFFAE KIRIEZO, %5 BUAREE AMEH .

——applssuePermissions FIRIE TG &1 F ML UE 1525 2 N AL 7 538 AU, 1% B AR B B A

fFH -
——certlssuePermissions FKyxUETREA F 4 H dbul P28 E HANUE B IOAUR, =7 B IR EE B AE
Mo

——certRequestPermissions FrnUE A 4 H HIE B EUE B RABR, ZFBAREEA
fFH -

——canRequestRol lover FKINiZUE A H T-25 215 R BA M EAPR I 7 —MEBFERE L, %
FBARE A

——encryptionKey & H IR AH, IEHHFAZEFFAMHNFIFAH

——verifyKeyIndicator f.& ] TR E AHBIAMEL,  Frik &0 A B H T IRIEgIE B2 4 4L
P o

8 Certificateld

Certificateld ::= CHOICE {

linkageData LinkageData,

name Hostname,

binaryld OCTET STRING(SIZE (1..64)),
none NULL,

}

IR S A S AL E N ] TR BRE B A EHRE R .
——linkageData FI T HUMNIE 2388 B, Wizl 5 e BIE S CRL
——name (% FK) Fl TAEIRE ZIEBRE O P ARFIEBRE &, BN ZE N3
——binaryld CRFAE AL HIFR AR

——none X/NIEP A EFRIRFT.



C.3.9 Hashedld3

HashedId3 ::= OCTET STRING(SIZE (3))

SequenceOfHashedId3 ::= SEQUENCE OF HashedId3

ARSI 5 — N AR S RIS A E . 45 8 BUE 45 1 I Hashed Td 3385 1 58 g L £ 40 4544
WIHEME . FEIRBUEE i RAL = AN F R 3RAT o 4 A4 25 7 i, AR A = 25 2 B A 1)
BJa = AT TS e S 45 M i Hashed Td3ME A &5 BIEIUR T L RS0, fEA S, X6
Hashed Td3 5 BB — MR K, Y06 HH L AR S 158 W B A 8 2 ey A G005

C.3.10 CrlSeries

CrlSeries ::= Uintl6,
IXANEEI B G S5 W bR IR 8 CRACATZ B R RAGII— R FICRL. = AMEHCriSeries, FiZ7BIk &
y\ji\"ﬁo

C.3.11 ValidityPeriod

ValidityPeriod ::= SEQUENCE {
start Time32,

duration Duration

}
AR LS HAE T A S0 B SO G (8] s tar t$8 58 , 45 WHS (7] fstart+durationi & .

C.3.12 Time32

Time32 ::= Uint32
FHIRRALA H EH2004 4E1H1H00:00:00 UTCLASRIFIEL (TAT) o

C.3.13 Duration

Duration ::= CHOICE {

microseconds Uint16,
milliseconds Uint16,
seconds Uint16,
minutes Uint16,
hours Uint16,
sixtyHours Uint16,
years Uint16

}
R R RIE B AE RO . Uint16 B2 FrEEmfa], $A7 HCHOICEMR I/, Hh safy «—4”
ZEF-31556952F0, X —EHRTFIFREL

C.3.14 VerificationKeylndicator

VerificationKeyIndicator ::= CHOICE {
verificationKey PublicVerificationKey,
reconstructionValuc EccP256CurvePoint,



}
B B 9 2 B T 2 B S IE T 2 30 = GE 1
——verificationKey HIEERIEHF, & HTRIE Certificate GEP) Fif & P T

LB AN
——reconstructionValue HIERRIEF, CREEMME, HTKEREFRESGERTiECm
i

C.3.15 PublicVerificationKey

PublicVerificationKey ::= CHOICE {
eodsaNistP256 EccP256CurvePoint,
eodsaBrainpoolP256r] EccP256CurvePoint,

ecdsaBrainpoolP384rl EccP384CurvePoint,

ecdsaNistP384 EccP384CurvePoint,

ecsigSm2 EccP256CurvePoint
}

IR A A, IR ZAHNE L. AR FH, fHSM25 .
C.3.16 EccP256CurvePoint

EccP256CurvePoint ::= CHOICE {

x-only OCTET STRING (SIZE (32)),
fill NULL, — consistency with 1363 / X9. 62
compressed-y—0 OCTET STRING (SIZE (32)),
compressed-y—1 OCTET STRING (SIZE (32)),
uncompressedP256 SEQUENCE {

X OCTET STRING (SIZE (32)),

y OCTET STRING (SIZE (32))
1

}

BRI e R 256/ 07 KL b U WeierstrassTE R AIHAR B £E A, X AdRSMRLs sk g
PRI 2 55 o 1% 45 M ) 7 B A FH TEEES td 1363-2000 A6 5 1t 25 s 2 A AN AR RS 7 V5K 7= A 1) )\ BT 7
T H o KT CHOICERI A fE, AR AR 28505 7 b K 5 R 324 )\ 1 I G 5 8 8 yARbR )
TR T 1% 5 2 N x, EARIE R ARG . IRZ AR x, WA y; WRAZ S g e gs, ISR E
Ty AR RUAL o W Ry I ARA R N0, TSR EUE Ncompressed—y—0, @Ry HIHARE 26 A1,
MR I B compressed—y—1; WAL SRR LS, 0y BB 4 6 R4 99 48 =715 U (RS B R 324 )\ AL -
PSR 2

C.3.17 PublicEncryptionKey

PublicEncryptionKey ::= SEQUENCE {
supportedSymmAlg SymmAlgorithm,
publicKey BasePublicEncryptionKey

}
R S5 FHR € A BRI ORI AR FR N B0k, I SRR N 12 A BN X B g AT b & n s

10



C. 3.
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18 SymmAlgorithm

SymmAlgorithm ::= ENUMERATED {
aes128Ccm,

sm4Ccm

}
BB R 7 T SCRP IR FR 530025 S HARAE R

19 BasePubl icEncryptionKey

BasePublicEncryptionKey ::= CHOICE {
eciesNistP256 EccP256CurvePoint,
eciesBrainpoolP256r] EccP256CurvePoint,
eceneSm2 EccP256CurvePoint

}

ZHHE AR N E SRR A AEA SR, A SM25002:

20 SignatureValue

SignatureValue: := SEQUENCE {
ecdsaNistP256Signature EcdsaP256Signature,
ecdsaBrainpoolP256rlSignature  EcdsaP256Signature,
ecdsaBrainpoolP384rlSignature  EcdsaP384Signature,
ecdsaNistP384Signature EcdsaP384Signature,
sm2Signature EcsigP256Signature

}

ZEAR SR RAE N BT — N AHEIER A o RS, (S SM2B

21 EcsigP256Signature
EcsigP256Signature ::= SEQUENCE {
rSig OCTET STRING (SIZE (32)),

sSig  OCTET STRING (SIZE (32))
P HE A R B R B T 256bi UIIR it ZESM2FVE % 44
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