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General Notes

Simcom offers this information as a service to its customers, to support application and
engineering efforts that use the products designed by Simcom. The information provided is
based upon requirements specifically provided to Simcom by the customers. Simcom has not
undertaken any independent search for additional relevant information, including any
information that may be in the customer’s possession. Furthermore, system validation of this
product designed by Simcom within a larger electronic system remains the responsibility of
the customer or the customer’s system integrator. All specifications supplied herein are
subject to change.

Copyright

This document contains proprietary technical information which is the property of SIMCOM
Limited., copying of this document and giving it to others and the using or communication of
the contents thereof, are forbidden without express authority. Offenders are liable to the
payment of damages. All rights reserved in the event of grant of a patent or the registration of
a utility model or design. All specification supplied herein are subject to change without
notice at any time.
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1. Introduction

1.1 Overview

This document gives the usage of SIM52XX SSL functions; user can get useful information
about the SIM52XX SSL functions quickly through this document.

The SSL functions are provided in AT command format, and they are designed for customers
to design their HTTPS,FTPS and common SSL applications easily. User can access the SSL AT
commands through UART/ USB interface which communicates with SIM52XX module.

SIM52XX SSL features:
® Basic HTTPS GET and POST operations.
® Basic FTPS LOGIN, LOGOUT, LIST, DEL, RMD, MKD, GET, PUT operations.

@® Basic SSL socket operations.

1.2 References
The present document is based on the following documents:

SIMCOM_SIM5360_ATC_EN_V0.05.doc

1.3 Terms and Abbreviations

For the purposes of the present document, the following abbreviations apply:

= AT ATtention; the two-character abbreviation is used to start a command line to
be sent from TE/DTE to TA/DCE
= EDGE Enhanced Data GSh Environment
= EGPRS Enhanced General Packet Radio Service
= FTPS File Transfer Protocol over Secure socket Layer
= GPRS General Packet Radio Service
" GSM Global System for Mobile communications
= HTTPS Hypertext Transfer Protocol over Secure Socket Layer
= PIN Personal Identification Number
= SSL Secure Socket Layer
= TA Terminal Adaptor; e.g. a data card (equal to DCE)
= TE Terminal Equipment; e.g. a computer (equal to DTE)
= UMTS Universal Mobile Telecommunications System
= URC Unsolicited Result Code
= USIM Universal Subscriber Identity Module
5
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= WCDMA Wideband Code Division Multiple Access
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2. HTTPS operations

The purpose of this section is to help get you start with HTTPS operations.

2.1 Acquire HTTPS stack

Each time when user needs to access a new HTTPS URL (AT+CHTTPSOPSE), the HTTPS
stack needs to be acquired before the HTTPS operations:

AT+CHTTPSSTART
OK

2.2 Connect HTTPS server

After acquiring the HTTPS stack, user can connect the HTTPS server using the following AT
command:

AT+CHTTPSOPSE=""www.mywebsite.com’, 443, 2

OK

The last parameter is the server type. Default is 2(HTTPS server). Following are the HTTPS
server that supported:

1-HTTP server

2-HTTPS server with SSL3.0/TLS1.0 supported

2.3 Send HTTPS Request

After the HTTPS connection is established successfully. User can send HTTPS request data
using the following AT commands:

AT+CHTTPSSEND=88
>GET/HTTP/1.1

Host: www.mywebsite.com
User-Agent: MY WEB AGENT
Content-Length: 0

OK

When the HTTPS data is large (for example, posting a large file to server), the
AT+CHTTPSSEND can be used to send the data segmented to multiple parts:
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