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Abstract

The automated operation and maintenance system can provide a
platform for the operation and maintenance personnel to visualize the
operation and maintenance of large-scale server clusters. Through the
automatic operation and maintenance system, the operation and maintenance
personnel can understand and record the host information more intuitively
and clearly, and manage it.

This paper designs and implements an automated operation and
maintenance system. The system design and development uses VIM
development tools, Python development language, MySQL database, and
uses the centralized operation and maintenance management tool SaltStack,
which is completed based on the web.py architecture. The functions designed
and implemented by the system include: account management, host
management, and has joined SaltStack The host information collection,
Master monitoring, the system also provides command management for the

remote host.

Key words: Python; Saltstack; Automated operations
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Fabric. SaltStack 5/ Habia 4 T HK N ATHEE 80K

N7 RBOZESMIE 4 &, I AL o, KRIMLiE4E RS E
EoRe A P T DUEE AR Z R G E B T ARG R, A LS T —A
Fid, LA & ENRE BT LT SR, JF HIRATATLMEA SaltStack & 2T
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AT AR, ib—2E R IR TR MR . X E s 4T &
H Python 15 5 #AT 9SG 5 SEIL, J5 & WK web. py HIAEZE, 174 7 T WA MySQL
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T RIEA 1) 45 SR A% F R e iz R 4
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131 AXEERE

KRG — M ET Python JTFRHI WEB i H , & — M HEBNMLIZ4ER) WEB S H . #l
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2.3 SaltStack &i&
2.3.1 f&1y

SaltStack /& —/ME 2011 S IFIEIIH , X DIIREMmR A, REEM 5K
MR BAT RS AR S50 C/S HatbSEh BB TR, T HZET Python iEH
SCHL, SEPVE MR JE M2 R, AT IEAE R R 2 R B F ZeroMQ. XS T
SaltStack HIFRZE LARAE T, FATHENE N K& IR S5 ae i BT 55 P07 DL T B8 B DA
LT IX PR T RESE A 53 M) — L D REUR B A 55 2 40 5555

2.3.2 SaltStack E A [E=IH

SaltStack Frfi F =02 C/S B2, BI& /AR S5 AR =0, A& s A&
¥ SaltStack i minion 777 &, ARS5um+E Saltstack ) Master £ 5, £
A Master 5171 5 minion 2 [A)RIE(E /& A I B 200H BB A ZeroMQ. 243471 A
HI-F75 s SaltStack XT MM T #i% ke w)E, BB NALEMN hosts HAIRS
Ji, T minion & IEFEE T A Master ¥ H 21 pub key RiIZiL %, iERKE NHZE
RAUEF, TIXE 3T 5 Master BN salt-key 2 Al A H I HEEZ 77 4
minion [ key, NEZKIEH, MEIREPLE KRG, AKX T A Master Al
T S minion Z (A B HAMEAE T« IXEEFRATHL AT PLE I 575 55 Master ¥ Ki%E
ATAT 48 AL ILEC AT F 719 A minion $04T, F 719 &1 minion $0AT €4 o iR [A] 25 5 .
FEIX 2 18] 58 AT 55 /&l T 4505 LA K 4506 B4 H S, Herp 4505 o D5 T2
BREIIH ST ZeroMQ ] PUBsystem, ‘& I DI REA H R A& IH BB, 11 4506 ¥ 1]
A& REP system, ‘& DI HE N & H K52 5208 S

SaltStack HJFE A5 F5 S 2 BB AYVE B2 E I 3 5 20H B N3] ZeroMQ H &
-] B AR AT AR B ), T2 M EE A tep L icp BFP. SaltStack
Hfr 2l salt. client. LocalClient. emd cli & AR %) 3= & Master, 3 LA R SR
B —A jobid, TMan2#ATIERIRZE RN ZRIEIL jobid KIKEH . E75 5 Master
BRNZam A E, W@ ZeroMQ 78 & 153|179 5 minion I, FHdid #5252 2 H)HE &
BB EEPATHI AT minion. handle aes AbFE, H okt —/NAH 2R FE k3
1T 4. EEEm2A)E, I ninion. return pub 7, BHATEE F IR BIZE
s Master. 71 mi Master #6523 77747 &l minion R (Al (45 R )5, 783 L i
Master. handle aes J77%, W45 RE WA . 185 a3 E R 45 5 5 2 H 31 2%
Ui ) 2 salt. client. LocalClient. cmd cli @it %SHIZREL Job #4745 R 21,

1F SaltStack P HIEE S T States Grain. Pillar. Highstate. Modules 254
Heo Hrr, State BEHUZIAIIAERS 28 Master H11)/srv/salt B T4, sls BRI
T OB S BN — g 4, Eild A T AZ R B 5 B AR S 25 1 B
FHZE . Grain /&fF SaltStack FHI L key
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value JERAEAE I — FEa S 0BG 2, A2 2 4 minion £ A1 25 Ak
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AN TR RX FHIME, a2k SaltStack SLFFHIEAE RSB E B F /D
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R EE A, ERMNERSAREASEAEAER, WHAER A,
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2.4 FERAREGA
2.4.1 Python 4R12iES

Python & HHTBOVIRTTIN,  RELEIS N JCH R Qs B0t L B A N 2 e 25 1
— A AN R R S SO UG S . SR AR T E S shell
AT B . H AR, EBUERIVEZ A RIS T Python 1 TREIMIERRA 7
R, AR S N LE LSS 4E )% . Python IX— 15 RA V2 1A A,
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AL EREIERI AR Z FETE 5 SR a R TEE 2rhiz, 387, Python
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2.4.2 web.py HEZR

web. py HEZRJE —AN/INIG i BB 2 X AN I e D RE 58 K — 2 Python Y
WEB JFRMESR . B — MRAGRIMIAEZL, R AL 7 Ha 1B 28 LK url B, Xt
T A X AR SO Tk 55 (32 AR 5 TR U2 A 5 P AT T K
(7, ATt R RS T R i 5 B0E T B T BE T FLABAE LIS FE 5 12,
U SRAT I B 0 Ah— LE D RE N 75 A 3 B AR R AT I R

2.4.3 Mako &R

Mako FEdR 2 — AT Python i —AN WEB ik, T —MEX T Jinjia2 &E A4
TS AR T 4 55 HE SR — AN B 5 B SR el R bR, IF BT Python &S 1951 H
BEMRE ISR — AN, BRI M AR &, (HRIX AR E
%FF Python H i) WEB FF A& DL 75 1 3 5

2.4.4 psutil Bg

psutil FEUR—ANAT BAYE Python i FH i) B HLES V& 19— A8 =5 e BAEX Fxt
RGP 2 — T B B (D, G A %P, FRAME A Python SKHEAT X
R GG I 805 2 T B AT KR, T EL S P P 2 P 3 S T D R A i 1
FRTE, U ELVRAURT T ST SCHL N R BRI TRE, BRI Z A1,
A PE TS FE B AR RGMORAB A D, TR H A A RGBS SCRRIEAT BE 5
5, psutil 4ot —MEIBEN ATl — N E B =,
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Dmidecode F& — MR LLSR AU R Ge A AF 45 B — A TR, BATA BUE L F %
Python i F IRRA KX i T HAATAEH], @i TR, AT T R gt H) iAE 1
B BHATIRAL, X — T psutil bR

2.4.6 MySQL ##E R

MySQL J& —MEBE A AR 2 > Ns b 8 i — DRI R BN B
KA, WECITHRAAEAKR, HE2XSEHALHE IR, hEgmA,
XA N SOR AR+ HAD S 1 5 A 5 B, T 2R R Gl e it
S, T H R A AR R AN RS E VE B (R I 4E37 05 Tt JF A R e, X e sl Ak
RIS FAN N B T e /N il R, s A2 AATT ) S A7 7 SR 2 e 4 /e W8 1) 17
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2.5.1 RGEITRIREIME

SR RSN . VWMware Workstation PRO
PeE R 9: Centos6. 5

BedE e MySQL5. 1. 73
SaltStack:SaltStack 2015.5. 10

252 IMERE

1. Python FFHRHACE :

TEAE HERE RS H 7 1) Python BB AE, 7% N4 pip iX— Python HELEHE
T E, CLSR S ) — S8 il 75 248 F 1 Python HIE, 78 NG, Al —@id pip -V
WA KAEE pip WA, HLLREE RS L IEH. MAEIER FE0xEH T RE,
HERHHEMEE, o LLUEMEARA pip —show A K& F BT NI E 215 IEH .

2. MySQL IFHCHC & -

MySQL F& 3K TE1Z R 48 R 1 SRAF T — e B i 1 ¢ R A B e, fE AR b i il
FBIRZ 5. 173 IRARIE R . £ F#d s, WATERNHAE T root F L%
5o 123456789, BRitZ4b, RN T REMANARAEANIER: FEEEE, it MySqL
2, NAF root TR 7 im AR EREIAR, Britbz o, 97 By k£ A H 8 e 8,
3 B T 1) 2 K 5 A e

3. SaltStack [IFHFRALE :

SaltStack 2RI Z RGP —3K 3 M E B TR A T 80% T HEAT,
PATTFEAE L yum P, FOAWRMEHBNREERE, XREZASHETER,
R 75 B2 25 0 ) yum P8, R SOHMN G E . E5elarmp b RaE, BT EAR
Gt vh Bk R B 2 Mk 55 i Master ELE B2 P Ui minion, JT LA 2255 A% B T
FAHRLP) salt-master A salt-minion fiiAS . NEGEMN THIRAS, W5 HIfEFTH
R 55 2% H 1) hosts SCAFAH G INARXT BRI ip B EHL4 FIBES, SAJ57E minion 5548
HELK SaltStack MIAHNECE G, ¥ATE RS E30, fEE30)E, %) i minion £
R 2 BT hosts SO A Mt DL AR salt SO (B B F-4R 417 Master 3 &%
WEPIERH vE QT8 4%, QAR HAE, Master n] LU salt-key —a B4k
B2 R P iE R, AR T EEZIR L ninion MR, U] DUE S5O B2 1R
auto accept [FIECE, il Master HZIN minion 22 &F 5. fnpt—3k, SaltStack 9
PSSR T AR R EC B T LB T T
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FHUE BB, ZEFIN T R TZENN id. TR, I REEE L i 4 5
B AWM ip. AR ip. BH ip. RSGBESGHTN id. CPUAFEXTR idy 4K/
MR ids WAE RN idy BRERGRA . HE X E R Zidk aER . 48
IS S BT [a), Bds idy BXeE id (ESE R B, PUEHEFEXS
Noids FT@HUERE RN id. #325. H5. JEPRES. FEFESER.

BL B AR B ZRAMT R T IZMER id. B8, ZBMNME. dixid. X4
AR, BEEEE.

BREE B, ZRA T R TERENFER ide A/ id BRERE . &R ip.
BRGNS R B AR, IR, STEREEER.

2.5.4 B 2R RNG T

MR R F5 R0 UF, AT DR A 2% T, JE4 iR b R % 1 A% s
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2.5.5 BIRERGWLT

AT HIR AR IR 2-1 & 2-4 flw:
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£ 2-1 A5 users &

TR R K el F3 R
id int 3 J R id
username varchar 20 K=
password varchar 60 P
nickname varchar 20 = HE FR
mobile varchar 15 = FHL 5
email varchar 50 P HEFE K =5
level int 1 P&
status varchar 3 HPIRES
loginfo int 5 e JE S e 3%
regdate  timestamp 0 v T[]
comment varchar 50 & HIE
£ 2-2 FHUS B hosts T
TR R K oreE FE TR
id int 3 J P id
hostname varchar 30 FHLALFR
domain varchar 70 & IR AR
HA1E R
priipl varchar 15 W ip
priip2 varchar 15 = W ip
pubipl varchar 15 = N ip
pubip2 varchar 15 & N ip
adminip varchar 15 = B ip
mode | varchar 70 IR A R
id
cpu varchar 30 CPU {5 B R id
hdd varchar 20 = A5 R/ id
mem varchar 20 WAF RN id
0S varchar 30 BAE RGhCA
rnum varchar 20 EREE [ EIENS)
storageda e Y i A £

te
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startdate date 0 BRI TEE R
mdate timestamp 0 EinegialingLEl
creator int 3 Bl id
editor int 3 B id
role varchar 20 F51E R
type varchar 20 FM
ide varchar 20 DLP3 PR KT
id
idctag varchar =0 AR EA R
id
stag varchar 20 R
snum varchar 20 Yn's
status varchar 10 MEPIRE
comment varchar 20 = %
£ 2-3 BERF R options
FB4 R K ArTE g5 TERE
id int 3 J ZECEN id
type varchar 15 Pyt
value varchar 50 R E
default varchar 3 Hirid
status varchar 3 MEPIRES
comment varchar 20 = HIE
= 2-4 BFHE R login_logs &
TR R KE el g5 TERE
id int 6 J ERENAE R id
uid int 3 P id
data timestamp 0 Bt bS]
ip varchar 15 Bt ip
location varchar 30 & en Gz
agent varchar 150 A5 FH ) W s o Y
token varchar 64 = B A W
expiry datetime 0 = suR: o]
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DA E A B OUOAA SRS KR T R, AT R —E WA, W
BT EE, HUH:
https://d. book118. com/556141030043010110
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