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Abstract

Abstract

The network security situation is becoming increasingly severe and facing a series of
challenges. The cyber range is intended to create a highly realistic network emulation
environment through virtual emulation technology, which is an important information
infrastructure for cybersecurity in cyberspace and can provide platform support for network
attack and defense exercises and new network security technology verification. Network
traffic emulation is an important component of the cyber range and is of great significance for
the verification of new network security technology and the evaluation of security strategies.

Traffic replay technology solved the problem of low fidelity in traditional network traffic
emulation by analyzing traffic data in real network environments and seamlessly, realistically,
and flexibly injecting it into network emulation environments, and became the mainstream
technology in current network traffic emulation. However, the diverse protocols, large scale,
and complex scenarios of internet traffic pose challenges to traffic replay technology. In
response to the above challenges, this article focuses on researching diversified and high-
performance network traffic replay technologies, and constructing a large-scale network
traffic replay emulation system, which improves the diversity of traffic templates, replay
methods, and scalability of emulation scale. Specifically, the main research contents of this
paper are as follows:

First, aiming at the challenges brought by diverse protocols and large scale of internet
traffic, a high-performance and scalable technology for traffic template library construction is
proposed. This technology can automatically generate various traffic templates for diverse
real internet traffic through traffic data collection and traffic template generation. An
optimization technology for traffic data acquisition based on XDP is proposed to solve the
problem of high delay, and insufficient scalability of existing traffic data collection
technology in high-load network environments. To address the problem of insufficient storage
performance of traditional traffic template libraries, an optimization technology for traffic
data storage based on SPDK is proposed. The experiment shows that the proposed technology
can capture all eligible traffic data in a high load network environment and further generate
diverse traffic templates. Compared to traditional methods, the delay of collecting traffic data
and reading traffic template are reduced, the average storage throughput has been improved.

Second, aiming at the challenges brought by large scale and complex scenarios in traffic
replay, a high-performance and diversified technology for network traffic replay is proposed.
A high-performance traffic replay architecture based on DPDK is proposed, which mainly
solves the performance bottleneck problem of traffic replay based on Linux kernel protocol
stack through technologies such as packet pre caching, zero copy, and multithreading
extension, and improves the performance of large-scale traffic replay. Aiming at the
characteristics of traffic replay in various scenarios such as stateless, stateful, and
performance testing, a stateless traffic replay algorithms based on timing, a stateful traffic
replay algorithms based on state controlled, and a vector traffic replay strategies based on
VPP are proposed to achieve traffic replay in diverse scenarios and ensure fidelity and
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performance. Experiments show that the proposed method can meet the traffic replay
requirements and characteristics in multiple scenarios, and improves the timeliness fidelity of
replay compared with traditional methods in the stateless aspect. In the stateful aspect, it can
simulate the interaction state of the protocol vividly. In terms of performance testing, the
replay throughput can reach the limit of network interface card.

Finally, based on the research results, a large-scale network traffic replay system is
designed which focusing on the design of key technologies such as large-scale traffic
emulation scenario construction, emulation node cluster control, and emulation experiment
data visualization monitoring. Based on the above system, applications have been conducted
in typical large-scale DDoS attacks, satellite internet user behavior emulation, and other
aspects, verifying the performance and applicability of the system.

Keywords: cyber range; traffic emulation; traffic replay; diversity; traffic template
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FA R UL AR O 5 R ST A PR MR B AR, $R TP OB AR 1) 22 B
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FAL, 2T R A S AR 38 DL A B SR T A 4R

———— e —

| esPF AP | || @HTTP || GOFTP | || Libpeap APP |1
e SR U S — Y
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IP ZMEHE Hook — AN T A8, BREUSITHIE AF_INET WSO B A ol L 25
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2) eBPF HiA

BPF 7 1) HAMIEN, &4 A FEHRIEIESS . FIHMEEE i iEER 25
a0 S H B SR BT e, T BPF A EARE BRI SR 2 JAlE N
DLk J6 H B (45 DL, BPF B8 —E VLA IS4 7505, H TS BPF %
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JF 10 9 5 FHRAT

BCCI“)(BPF Compiler Collection), #&— R4 NZIREAEERF TEAKNES,
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Storage
|

Target Target Target Target

4 Block Device Abstraction(BDEV)
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bdev bdev

e e e e e e,

( NVMe Devices N~ r;A\gpl_ \
L Dri NVMe-oF NVMe PCle Intel QuickData Scheduling
I rivers [ ][ J . r
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] 2-5 SPDK %44

SPDK 77 A% 555> N =JZ, Bdev. Blobstore Fll BlobFS. Bdev & %}/& /2 J7 ALK
BB R &, B A A — PSRRI E KN s S AR 104, P RAXT
B Y RS, H(block) R /NEE A 512 FTEL 4096 715, Blobstore
FHT-SE3 blob % RE5r-EL5E 2, blob HZ AN cluster ZEHz 1M e BER MK, cluster H
ZANESET) page MK, cluster [FK/NlH SN IMB, page #2 Blobstore H i & Ak (117 fifs
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fit EEERRER O RS, LRSS Blob WA, $RALE A SCHEEE, U read.
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SPDK #4t T — NN T HAIKS) P mFEHELE . EIXERER i1 T WiEl 2-6 Aoy
AR, SRR T ARMSL, DMEsE B AT AR D, Wk T =5 R %
W, HARGNY B, XEMERRME 7T = FEME, RNV reactor. HAF
event fl#¢ % poller. A7, reactor &40y, FITFACFRAL NIFAT: event Kin—AME
%, W DATELRREAMLIBIE S, HTEL&REIEE; poller 5 event ZLl, TFEAE reactor I
T, AR AT AT

Core N

2-6 SPDK ZRFe A
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2) RPCHiAR

RPCPFY(remote procedure call)fi R R N FEd AR, & —FhEARMAL2S T H iz
Ui REONS R REEER, EH T MRS . RPC BN Earid Kl 2-7 Fox,
WREIH AR, T, BERHZ E45. 1% . uRPC. sRPC % RPC HEZZidEIL
SPHAEE . B SRR E S, It HEESETHREMNES,
AT ARSI . R4 RPC B4 an A, RPC HEZE ATl 43 Ay A 3 A5
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B A A TS s AL S Se e, BRI AR . S RV PRI S )T
itk BEE 2. MBS RPC RELL AR I ThRE, MRS FEHt T FAR 25 1 F 75 7 22
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ORI EEH i
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2.4 MEHSCEAEBSAMR

T [ ) B 220 R AT T R AR, A R S AL SI2 I 2% 37 SRR R O
TR O AE RS R RO E A AR E AR E AR . SRR RO
7715 AT DLAR i AR (O ANE, SR TR R E R 2R, R AR IR
RS AR AR BB S AR AR AT A
241 MERCEMEAR

N TG EEIE AR S R0 RS i, LWAESHEHR N - =EFE, X
IP. MAC HibibiE4TiA %, 317 DDoS M. A IRAEFRMIARS, 750 ds k1T
RS IR SCE M ES LibnettUFT Scapyl24E
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T, T LA HAA AR R B s 0. B Libnet A3 ErgntE IPve A% S IHHEGL, 1052
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Scapy A& —#KH Python &5 4w 5 A8 B A B A EE 22, 8 T THEMIK HL DD RE 5K,
BERIAENT ARG I R U S (. Wi 2-8 FToR, Scapy KH 42 M3 EAE, 18
I IR 2 HE B s e BB, T DA U B 6 S Bk R s o, Biltn 1P 2
TTL. FfW#%, TCP ZRIFFIS. w15 & 1K/, Scapy 7E 3R WML HIFIET,
R SRy Y, F AT CUE A in s B 2 Sk v Scapy B9 ITHT M SR .

FIEIE R . e B

|r| HTTP header | Data

|
|

BARS L il e b
& o e 56 A i Insert < | Custom protocol|
PIEYR  H Rtk H_T_CE header | Data___ _“}
MRTIL o nserte————————|Custom protocol]
Vo, Ay | WPheader | T Data |
W70 A |
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2-8 Scapy it EAH
2.4.2 TREMSCETEEA

HHT, WEHRSCESTT 0T 5 A THAE RGN A% 7 R A% 55 25 10 77 2.

1) BT AR EHR ST A

BAE RA NIRRT REAE 2.4.1 T E TGN A, BRrE TR E
W R T B A Tepreplay™l. TCPCopy™l. GoReplay®®14%. Tcpreplay +&— k4 di 1)
FFIEAR e R T H, FF R Tepdump A1 Wireshark 3k 1 peap 4% 201K & S04
Tepreplay SCREABEIRAN 2-4 JZNE, | NHT L. BHEs. B KOmEE M 2%
WA 73R TCPCopy A& W &) & 124 T SR & il i) TCP s[RI TH, F Tl
RE SR S5 25 N FFE 7. TCPCopy H1 tepcopy A intercept 1%, tcpcopy mJ LAJi$R7E
LR ) LS B IS R AR A HARRSS 2%, intercept BRBEBIARSS 2% F, T LUK AR5 2%
[Py AF 2% Kk 5 tepeopy . GoReplay /& —#KH GO 15 & AR MMz iids TR, v LU
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RESLRESIE, R EREE . MERTEA T, EREIERZ . W
LR BB ANGEYR 5 o (HXEEIE T Linux PAZSCELI AR, T a) A9 2 08 B AR g st
TR ST e B AR, BRSO, =9 k.

2) DPDK #i A

UL DPDKBSUMARK W55 5 HiA, I8 B 2 SR BRBh A o5 N 1 AL, TE4L
PO AL BB B geid WX N2 TR 2 5, B R B0 A 0 B H P A
DPDK 72 intel $&H M ##E- T KB, H— KA OHAMME, WE 2-9 ik, 3}
AR JE EAL 2 DPDKIEAT IRZERAN, 7 508 BRAE R AN A7 2 B IR B, IRt 1
— RHIBSH T IR B O . EAL EVIALE 1 S HAT PCl IRIARF, f#Rk
HARM £ 5N ZIRE 48, BEMghE DPDK WRENFEF, SEIUR M -EAELRf 5, I
o AEHNAZIRAER mmap BREE BT EFE— S, $it4y DPDK R4S JE 14 FH (a0
libret_mempool); /)5, R SHE MW -Rig 58, S ELE ORI 4L
. KA, IFRAENBAFI D BECNTE. HAFHE librte_mempool H1— 40K /NAH [F] ) %) 5 2%
MIXA R, HARRME—FRiE, {4 mempool /ERGFM TN R . W REFX
librte_mubuf A TA7EfE N5, 0 SOEH &M HER 6, HdnT DUgEdE . F4
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[ 5 AT 6

________ Q
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________ N
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(" Rte_malloc )/W;_: _____ )'\{F Rie debug )
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——————
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2.5.1 BIMEEAR

o FOLAK A R T 25 P A7 B R 05 1 40 B Dy i 40038 R B U N 4 — A B R DL R VR AR
AR RGrh, [F—E R isiT —BRIERSG, XERERGMZIA R
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252 ZIHEBAR
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= P& laaS RSN, NH P IRIEM GRS . =7 EKITETERMLHE AR
P ER G R SRR TR, O PR E 28 Bl E RO . H AR
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R TEAN AT R, n DO - R SR AN AS TR FE B BE R, SR HO B IR R e
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Cinder. %% %% Neutron 1547 3611E iR %5 Keystone.

| |
e
|

|— | /, N
/, N
::_lﬁjéé—“\ /H
(S J[ NS Bil%
_——_—y_ - | a_x___ T —
I Sy
f>: ‘
\=————

F Y

|| G LomJoel]
F“l‘_‘:
) { | 1

IiI
@]
<
QO
e
=
=
IiI
5 i
>
o
D
|
L)
R
=
_ ¥
w
IHI
b=
J

At
& 2-11 Openstack Z2%4
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5. Openstack #&—NZHLK G, Keystone AJ DL T S2BUA[F P 2 18] (1) b8 2 538
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AN FERIVTETT SR Bk, AW T R gm0 55k, AH &
FIBOARFEARAT AT 471

XU BB B AR SRR T T BLE . %G, R EAERET 1, XDP R
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M IR 2 T e E B R4 SC, AHEL T Libpeap JE S B EREIE#, 454 BCC I XDP 5k
P 1 RE I B R AR R, AR BRI . 2R ERE, BE S
BRI, R ESIEAGE T, UL SPDK 1N A R AR S,
@i RPC H AR AN SRAAAE IR S0, BA i S maletE. Hik, ERER L
AR E, METRT AR CERT R, L DPDK 4L al§ RHELE N AT,

2 PR BRSO %, R RGN, IRMERE S, )5, % Openstack
TENMGREN BTG, BAREHEMY R, #£T Openstack Nova Z1Fn] LG
T PSR EE T MR RE IR B RO 5, 3ET Openstack Neutron ZHAF AT LG 2 FE4L .

BRI MRS, R g & AR S T DLSCEL R R . 2R B s s A

EATGEEH FREAR, MU aar EECMm R E R MR, R R
LR AT R KR, IO TR EE FE DL A

1) XDP {4 7 HAl R R T Be,  wT LUKt 2 25 A = SR 30 AR I H 5K
Bk Z R EEE T pE Mt — DA RE S, Rk, i sERF A BRI E R, I
3k — D45 5 A AT DA T B RO 2 A TR AR A — A TR MR I R, A,
A B4 SPDK 1 RPC J9fii B 41 s 3 s AU A7 IR 55 -

2) DPDK SEIMIH P A&, HAMKERMEEREIIR s, TR Linux
WL ISR FR S T 2, L RIS R . SR, RS DPDK N ER 1%
WP LT — AR R, HEEhZ BRI R RO R Bk, SREEEGHEAA
DPDK 2 Ht % O, Wit m e R I & BB e A ST 2 AL i == B s 7 2

3) OpenStack nJ LAt &4 BRI & 3CHE, R BR = S RS X 45 I B 477 L 11
Gy T %, AE RPN R« HU07 B0 sl 5 T 75 28 75 Bhad il 30 7 Sl
TR A I T &, AR RIS . [, &2 R E e
(R 2 A 1) A, B 9 AT R R s A AT S BAT AR LI 7V

2.7 KB/NG;

AREE SR 1M EE IR R H AR AR SRR, 1 A B BB D 1 BT R
PLHALEANE; Hk, MR EEHHRE SR ERIRAEEOR . IR CSCH A SR M
AT AR TR AR BRI, X R4 it i nl iR gt & SR EIME 5
DU ERARATHIE: fJa, 2S5 RBOH S BRI A et B4 9 xh i Y i 4
BORAFAE R [ AT VELH 047
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F=EF SHEAT RAEEREMERAR

3.18|%

NI 8 W e A 21 i1 &5 97 N B B | BN 1 R (Rt X S ) == 9
B AR OUE 2R, RS BRI KR, WERIR R, B mhE 2
PURGK, AR AU SR RO AT R B . (ER AR R AR P M R i AR P T R A
T 2 FEA IR R S B DR i R BB A7 o R e M RS L O R, X EL PR TR
B[R AR AE 45 28 40005 B 5 T 1A P B R B B O R Ko ot b v
RNTSEBE R WY R SRER E AR, XA 3E T Libpeap AR R B KRR ARTE
VERE LAY RN LA R, SR T T XDP R B AR BRI AR, BT UM
SIREE N, DU AR R 75 & BRI B R, IR — B A R R &
BN AT AR B P AR M RS S ) R R, B TR T SPDK A B i A7 ik
RACHIAR B AE IR 254 75 2 [ A3t 126 R AR A0 TR 55

3.2 REARAR FE b Bk % 18 R A AT

F AT K8 0 BR[0T ) /N RS 07 3 5, U B AR — LA A £ [
JBCH R ER, W& 3-1(a) s XA, IO L RE NS T IR ) AR 55 7 2
A BB AT, TR S B A B G . (B2, B iR O AT 0 O
BRI R, XA T AR B R R B . e R R IEA R, BT s A Be i |
FAABEA IR FE R PI, BRI IIET R AR AR 7 2 E i i KVM 5%, 2B BORTY
PIEA R R SR A RAL, AR RS Ry A ARG NREEES, X
FEOLT . MRKRESER S AFAETUREIA, EXMRGESRT, 5% FEUFH
BRURIR P . DA, A AN 3-1(b) Fras I RE T R AR AR 12 e BE A (e %, 4 ml ik
TR EPAT I EAR SIS, I REARAR A rp iy UGS L A 8 AR e AR K H S 45 A7 i
BRI, SRR R R RIS -

| T A
PN
ISy
i T FEARAR PR 15 W 4%

(a) A HiL 77 i | (b) 3z FEARAR A

P 3-1 AR A fift A R i S AR 0o b
IR AR % T] DAAE — @ R LRl D W A A DR R KR B, SRR RIS R
e, AHAY IR IS PR I e e BRI AR SR, AT 48 A B 2 I R o
s, RAREHRIEMEEE R, FrE SRR, A T RIH I BUSER I 2 FE1E,

.~
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SEULRS RIS 3 B R . RIGRI, SIUKIETEERE. WY BRERdE
KEFA; HUCRREBB A, AT ARG, R AT FE i
A28 RS U B R N A7 — S [ AT (AR, AE KRR B B, R R — A
TEFBRR R, AT B/MUIXEIER, $EFH 0 BB T R, D AUKEE T Ak
(RIAF i R 55

B, RER LIS, BT 2.3 TR APMHKREAR, R 7R LIRS
P& H I B EE R AL B AR B AR A A R
3.3 T XDPHIMELIE REMIATA
3.3.1 VREHIE R i 43 A

1F b ot P R IR R R F 0 B HEAT T A0, JRFR T M IR AR
FRPE L. AP R ASRBGR BN, DR T BUBR M Z B . A T R AN [ R
VARFE T E A R AR, H H BT R4 it B 20 K 8 T 5 = N T 28 70 #fr
A, KREHMNREN B SOERC I ERETT R W] I 430 e 25 4
KA G BRI ERYE, N EENRERYEZ LR EBNR, & — AR AF AR 1 i)
A, BARSHTIR

1) H R HER /> He K4 T HAR T libpcap FESZHL, 2.3 %5 %} libpcap & F /41
Libpcap 7£M-RIRZNZH) I 1P ZHRA A BRE AR AL, I Es 6 O MR 46 B 2 it
Ay sk_buff g5k, P2 T RMOTEFE. R EE R R, libpcap BT B IR
MEBSAI TR, K JEHEE A2 N TR, LR RaI R, Misfr
R 25— R R

2) B HE R A T B — Bk i B4 BB RN peap SO Bl Al e 4% 2K i S
fF, X EHIE AR EEN A TR ERR, &7 2Tl 7 A2 DU R & 25K
PR, SFREEB, Ty EEE.

g2 BRIk, IO ISR K8 T B AE MRS AN AT 4 JE Ik b 0 T0 v T S U B AR 4
MM ERR TR FE eBPF FORMINEE, UL eBPF ALH VLA IE. 1T
FEAALFIHESS XDP, R T REGE NN RIRSNZE,  BELE 0 2 T f5e i 0T o5 2 i
FFEMEHAR W SRR R BATT AT B R, B R RE, R A 3R
FHAEE—EM . Ft, AUERLT XDP #it—/NErsn Resy, i az)
AR PR TT & BRI B A — 0 A R AR (TR, TR AR SR A 2 AL
B, FRFPRSCAR ) 2 R
3.3.2 #F XDP HI¥IE LM

W 3-2 s, ARSCHTHRI2E T XDP i s 3E KL O] 1 AW AN 4, 184T
FENAZI XDP R Mg T4 a2 8] XDP MR . W% XDP #4047 B IE K fl
PERAE, R RIRS)ZI BN RO, IR SCREIAR IR L1525 XDP APP, SR 5145
UEARCSORAT A SRR o R AR IS 4TI R T 2 W B K R T s, (B i 5T 7
) SRR B R, T R R T T B St DL P A=) XDP APP,  F
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H XDP APP i i & 2R KM B8R, S FECREME TR, BN, WA EEHR
ERSAFAE— I RIAS, 7% CPU JE ML IR 9720 AR SCHE DL 1, 1 L&Ak o5 4
KEMNA. B, ASTHRHIZE T, N XDP 127 Je X 8 SO AT i e R A,
AR/ B 5 A SR I BE AR AL 3845 XDP APP, DU THRE SCHi#R 2% % . XDP APP i
FIFFE BRI ESIE G, X HE— DAL, A R 2 07 R SR I E AR .

_XDP APP
E e 2 i
'__%@_J @HTTP || FTP |
(
o e
W
_TT_“ Yo AT ___T__ﬁ
| idye | —os—| W

WIZXDPRE R —od I

IEEE

] 3-2 XDP i KA 481

ARICHT 3.3.3 111 3.3.4 15%F W A% XDP F2 /7 1t JEHL A1 XDP APP Az it AR AR
(77 ZIEAT R 41
3.3.3 & T BPF MMEHIE LI R

RIS PR RO Z F B, BFE 1P Mk fR S PO 55,
R IR AR A e U RS 182 eSOV — R 2. 5 T gm AR se il it 7 K
i YERTH N B N B TR AT IO P B, A BN R R P AR E R AR e A
B, BUTIRC, WMk S e BT, BELZRWEATE R, #UZIR SR A R A
[EEAT N — DA . XMy A — L8k, —2 A RE, HARM Rl “2”
59/, WRESCR 87 SHABThRE N TR EE RN EEE, PR,
FKIRSCH TR Z W, G R TR ERAE

R libpeap [ JZ I IRBCRAK T XDP, (HA THREH B 5 T, libpcap #it
T B BAE S R ERN, FEEESRARE T AN RS, ORI
MR A BPF 774519, SRJ5K BPF FHByEAN Linux WAZIE “Hi#E” fE485E Socket
B BATIENIZE) BPF ERINL 6 ST AR R IX 150G, P8l Socket £z 11Xt B2l 21 4
BT HE, PATEIEERLE.

SRIM, XDP JRZRHMZY JEH BPF #8424 eBPF, S55UAM) BPF oA
4, BPF 584 LikfE eBPF ML FizfT, 1M H XDP By RH CiEE%9S, bl BPF
MPERTIEEENF T XDP . Wik, N T EMH BPFILjEss, ASCit 7nE 3-
3 PN B PR A -
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T P LR
o pemfogE] |1
| (eprcER) | E ) R
:BPFTEW |

g AL (BPPLEE - BRI
T 7 XDPFY

P ip and udp port 53
K 3-3 st JEZE

IR AT IRy LR R

AR NN “ip and udp port 537 AL SERIN, 5 ShE

IR AT S a4, A BPF eSS, Rt IERUUEN A BPF f5 4
RG22 H N BPF-C BB, A ik C it AR ANhS;

AIR= € A7 XDP A2 i G A4S, H C Id 844 RHS B #ax L6 5 47 A LAY,
RIGIE3) XDP R2F7, #ATILIESNE, ¥ DUNE R E i C 2 P 516 .

[FINF, N TR R A 2R BRI Rt A& 2= FH 7 S 18], AT 51N Ringbuf /£
A B, Bt T aniE 3-4 P EHE OO SR . Ringbuf A2 ik A7 BT EOR
G I — WA TE], SEI T P RN AR 2R 3 2[R — 22 b X 1 D R, X A4S M
FFE 7 0] DL B8 E AR A2 P AE Ringbuf _EARE R, Ao 5 4018 FH A1 4745 D
T4, PRI SRR IR, R THR SO B 3

Ringbuf

B ————— ] 2R | TH BRI L
""""" » | XDP | @

CI—

Zhfeo| AR

——mF BRI
/____X— —————— ~ EXEXR" = ﬁﬁ@?)ﬁ

S
=
7
=
=

Pl 3-4 B SO oA
AR T] 73 A5y, A% XDP R 5 AP~ SR SCRT XDP R 2 P 71 2% 454
W, PAMERIEIFAT. B #T. A% XDP FEF B 5 e S E R I BIE R 0, ARG
7£ Ringbuf FH 150 HiE NAF S 1], FRIEBIEIROCEIA, 46 A Ringbuf #1. XDP N HFE
FEr AANERRE, 26F% 1 R 525 Ringbuf t 2 BAE7E 7] LAY BRI c &,
HoR, AALERE 2, DB g R AR L Ringbuf 28 X, P RIS
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2efe 2 It — DA PR MBI, AR AT AU R U SR AR, i AR
R T 3.3.4 AN

3.3.4 ET RN RERIR AT R

TR RIS EE 1R CSCEIR A — RS8N [EE ks A E M,
AT AR, R DA IR B R AR S, RIS RO SR, B2
WM 28375t . i3RI SR i i B Bt 3l & OF A BE RN TR E M Hsk e, & 2L
N Pt — DAL, Az T R N PR R o O 1 SR T A ST S B  H R 5
HEZRI AN 2 FIVE, &R B0 B, A4 A A o SRR N 5 %,
WA 3-5 fiax, WRZELEDN=IR, W P RN AR5 R AN 2
B, B IX =R TR R BUEE B ERZ IR E R, R SR i imia R, &
JIARRLPEE [t AR o

—_—_————-— .- - — —— = —_—_————_————_——— = —_—_—————————— =

| |
| (@ snmst | 1-1 [ mhawk ) - (Raaee ) |
| T || T | l [
| (@ fewmmmni }4 (Gtamagal )| | (_noew )
| I B I N 1 |
(@wpmi ] || (Em&iEEa) | EERGER )|
- 5 N, ) - l _____ )
aoo] TR
it o IR

K] 3-5 it AR A A

BB A B R T IR Oy LT 2B 3R

AR WRIHIR R, EAEIREMNSERAE, @i 1P Rk, 53
JR P sk, H A IP k. AR VS (TCP/UDP)AT IP B BT .

DT R P BEKE, FEARERMEE, @il AmERER, 5
B A5 S E ) SR, R ARK 3-1iHE A TH MG A E, S AR S
IR PR TAFAEXN B0 WER SRR CAAAE, WEHSERISIER, &
W, LR E R, HTgihzaimiie S8y aE .

index = (src_ip+dst _ip+src_ port +dst _ port +13_ pro)%Num (3-1)

Horprindex A 1ER KGN, sre_ip AEAE AR P, ast_ip AEHECHK IP,
src_ port JyEd (55 145, dst_ port %R H 3 15, 13_ pro %= PM LS,
Num A2 1H R KN

A= BRI, #E VU N R UE R, R kO AT 2K
RIS, L RN AR A EDE R E S, a0 HTTP BirUER] 80 5w M
Telnet PRAEH] 23 S, (HE, A TBIEANES OB ERER, TRk
Z RN ZE BT 1 AT AR s L BRI, W A T oe A gy SR T VEAE 2 AT I 48 IR 2
B THORHPR S . 9 7RISR, A5 nDPICCRE IR Z 1K) 1 345 . nDPI
KR BRI, ] PLGE OB A B SO AL, IR 22 B R AR 2 3k 4T DL AT
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KA N JZ B

DRI GREEAbE N A EE . AT BRI, ARYE SR EE R R
BAMIEE, FHA YAML A& X8R PSR SRR .

N T ORAF L IR S, 5 M8 it B [ TS S 6 N G306 2 Ul 2 AT 2 WL 2 T A 4%
fill, ASCBEE TN 3-1 P SRR AR o I AR Eh i i e A S A S A
WESHA N, JRIRRE SRR N peap,  [R]— 2% H B T A B 0 A 4 P R AT AE
Ty BRSO TS S W RS S E] WP/ A T . R
I, BB AT SR AR i R SO, ARYE IS ) S E R R E AR AR BRI O BN, 2
\P oA 7 A E OB I, AU (BT S B I 5 s ME e s N s i 1P 3
tk.

% 3-1 BRI

=423 B3 iR

name string [

duration float [ KRR AR [], BRIACH 0, SRR [R1CGE Firf B £
distribution string IP/port 7341 77 2, A6 B A LA 5 A7 =

src_ip_start/end string AR AR 1P Hhhb A an/ 45 A, BRUCHTRAIIR 1P Huhk
dst_ip_start/end string B0 H 1P Huhb i b/ 45 A, ERUCATRAEI H 1P 3

src_port_start/end string HOE A0 Y RS/ A RAE, BRI s
dst_port_start/end string ol B 1w D R4/ R E, BRI B 1 K
traffic_file string JE eI &SR AR

BeAh, N TR AR OT BT K, AT R R AR ) E SO TN, e
2z I B[R] R AN (7] (14 0 AR AR R AN [R] B8 f A 2GR

3.4 T SPDKHIMEREFEMAFA
3.4.1 WEHIE 4% 1 i

f N AR EE T DASE PN U AR AR I g —E B, DR e R A D B AR A R R Y
FIHZ . ABAETARARAE, MR BB 2 b S A S AR I A7 A — I SE IR,
FE RS 0 28 AL 47 JL I, AR PR B R FE 2 — AR EFH BRI . fEAR ST &=
i EIREEH, WZEAEIR — R LUK HABXT RS, BT DA 28 ZEIR ANFE AT B8 Ja L A -
YT REBRE B WAAERAN S, MRS A7 AE LU W 7 TH -

D . R TEF, EEARE DU A E A E N B, AUBREE AL AR 0
WS, HHEAAEERE R, LR EE MU 5L AL fr 2 A7 P R RS . iR R
=

2) WA, HAEFRERIRERIEN T AT EMANZ, MERSGHA, R
GBI RS WIS RERRE, wAMNARHIE AW &R 75 R, %
MR+ EK,

BRI, A A 2 MR AR A A2 R 7 TR 2 O e AR 2 A7 A PR BE , AR I B A
P e BRI, Tk, NVMe [EIZSBERE Wil A R, FETHIEAL, 17651k
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Red 7 AR R T, FEIF R FEAEIR A Rem & R E T MR R . BT,
Intel $2Hi1¥ SPDK, SEHL T itk Re oA R &0R30, v DUR AN 76 I A2 B A% T2 2
MPE, HRRGHENNZA RIS, METEAR NS, et pt B HER
SEMZEIR, AR ZFEH NVMe [FEIZASTEAL RS . BhAl, SPDK EHE T —4
BT HAIRE I aT i E . SRR I MEERELL, W DU RN RAE SPDK [)2EAt 44
RIS, B R R,

L EPTA, ALELL NVMe [FEARERVBEME S, 15 SPDK LR A7 m kA
FAABSENE, T T S AR P I A7 A Ve e, 1m0 07 B9 R PR (R A s AE At I 55, DAAR
THT LB AT 4 f 1
3.4.2 T SPDK Hj#P RPC AL

H TR RHRPC) ARG & TV RINEHE, 4if K2 H oM REMN
A2 (B ES R JEIE RPC T 4GS, [RIIbASCHIE T RPC XM ALZ i AR &5 32 11 .
BT Lo, ASCLL NVMe [E &S5 ARE S 3%, 75 SPDK HEALfSEAE i 7 —
MNETRAAISI FE RPC BAY, DU 55 mide s RO i kg5, Hk g tn &
3-6 JIi7n:

(- - - - - - - - --—-—-—--= N
S L \
____________ |
O e k/ _______________

Request queue
Completion queue

|
' i s

[ ReCSaver] | /iﬁ*’f‘ | Oxm Rt |
|

—

\

I S

e

_________________

3-6 17l ik 55 24
B, LR RIGZmN, FTER RPC HEHCKHS — s E . ATRD
B CPU HIZZAFHLE, A SCBETE 1 3R 3-2 s RPCH B L% 2, 7T DAk A71E
64 1. CPU 1=l 4747 H, 77 {8 CPU PLid Hh3REL RPC ¥ B EANME & .

# 3-2 RPC i1 2%
FR A E:5%)
flags 8 iz Fr%, Hnid RPC VM B2 17 SRk A2 i B
reg_num 8 fiL TR, R AR FH Y R £

seq 8 fir 5, RPCHEHIME—FRiR




NN T e A7

mes_len 16 fir HWEKE, 8 RPCIHEMIRAN, U 55 ml 22 74T
ret 16 11 1z [A] RPC AL RS

YRR ) RPC IR &5 iU B FHIE R G, 2% RPC & RIFFAT Mt 2%, Hlbr 2 ik
HRE AR B 7E i R BN, A8 5 BT SR S 403 28 i mT A SPDK BlobFS #2i (1)
Hamts . ERPPERAIETT T, TR RPC RS i« kg K K4 SPDK
BlobFS, 4% NJZACEETEG, i AbHE 58 i) R 2 H B 2 RPC MR % H 2.
BN Z R EE RIS, RPC RS Uikt T IR, fEmIFkSET, HBIRWERITER
I ALE, 3 EORE BAEIR

RIS, T 84 [F 20 S e R M BT, AR A 520 R 1 77 U 2GR
£ RPC 55 Al SPDK HEZE 3¢ — 22247 B\ %1, H#5 Request queue FI Completion
queue. Request queue F1 Completion queue JiKJZ LATCBIIAEBAFI I LT, FFE5H /N
IEiy, RPC IRZuifftT RPC 13K, R RKkSE, FKIHMA Request queue BAFIE
HE, AEERTNEAETER, MaEEARE N —MER. SR E# Request
queue, MBAFIEFEL IR, 8% SPDK BlobFS M [l A A4 sz U sl 5 A . i
SRACFRTERL G, KN E IR B S 3 T2, i\ Completion queue, FLAIRIJE )
77 A RPC k53, 3¢ R RPC Wi Sy 8 I R IE 45 1E KT .

3.5 SLH At 5 Rk

ARFTHIETF XDP [EHE REM M ARFIE T SPDK [HEHE AL AR AT IAE,
BLFRR BRI R DIREIRE . I B2 SR AR 1t R EURIASEAR 2 A7 it IR 55 12k BEX EE
3.5.1 SEIG IS

B UF 0 R A Dy RE AN RE O FE AL SR I 6 U & 8K R730 RSS2 4d %, 7 b i
7 Mitaka WA Openstack =&, HHEHITT A PIZETT SUMTH BT S pk, Bk
BLE WX 3-3 Pin. fEx 16 EOIEF BT SR EY N 4vCPU. 8GB W17, 128GB
AL, HAE RSN Ubuntu22.04.,

2 3-3 Openstack fic. & %
il & P A PR 2 45 A THET AL THET R 2
LLRSH Dell R730 Dell R730 Dell R730 Dell R730
CPU Intel E5-2609 v4*2 Intel E5-2620 v4*2  Intel E5-2620 v4*2  Intel E5-2620 v4*2
NAF 64GB 128GB 128GB 128GB
ey 1TB 1TB 2TB 2TB

BT8R R730 RSS2 5mEAER NVMe FEIZSIREAHE, B SCH R B
FERBAE — S AR/ N Prol6 2022 il A L, ZEidALEZE N AMD 6800H A5 iR AS,
MAF A 16GB, #%k 512GB NVMe [EZHEAL, #H/E RGN Ubuntu22.04, 5 SRR 6K
WIS AR SRR B & LR WS R B R

3.5.2 MEHIERET B RAE
ARSCHRE R EE R A SR, 325 H 52 R 45 it e RO 2R AT & 25K
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IR, Dyl R IR Bt 2 AR TR . PRI R 1 s 3-7 [ S2 5637
5, MUUEAEERE DN REREATINUE, BRI B U AT A R B AR R T RE

| e 1---: ------ S $ -------

|
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I
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|

. [ Network Stack l ! I
F I
|

I

|

I

|

I

|

I

|

Filter: host src 192.168.0.101

Action: XDP DROP/PASS
oo [ Network Driver

Filter: host src 192.168.0.101

I 1
[ NetCard ]
192.168.0.102
&Z:2:1:2:1:i:1:i:1:i:1:i:i:i:i:i:i:i:iii:i:ﬁ:L:i:1:i:1:i:i:i:i:i:i:i:i:i:l:l:ﬂ

| |
| |
| |
: Server I
| |
| |

3-7 BRI RE S IEY

LI RASER AT S, BRI/ Openstack = F & &, #4FE &% 4 Ubuntu22.04,
Linux PAZMASN 5.17, 2 XDP FEFIsT 5. HA—A 1 s3T5 51 Capture
Node, IP #hifikJy 192.168.0.102, fE bifliafrE = MNHERF, BIEAZR R ITREERE R
£EHEZE XDump. %7 libpcap JE Sl FI 4R REEFEIT libpcap APP FIHH T K& 3K 1
Web I %0 28 & ' im Clients 55 4b — AN 15 /i & Ik 55 48 17 &1 Server Node, IP K
192.168.0.101, Server Node Lizf7#& —A> Web RS #5F2/7, T EIN Cilent &ik ik
K, A LR

LRI, B4, JH3h XDump, #EILIEFRIEAN “host src 192.168.0.101”,
B SONFEERIR 1P 5 192.168.0.101 4R 3, RI4AT3K Server Node % i%%5 Capture Node )
W, ARG BRI STERIENMESN XDP DROP, HEFEZR SR IAMT, AH AL
W N ALk . HWk, B30 Libpcap APP, W E T g F &k RN “ host src
192.168.0.101”. #Ja, J/a3h Client, [f] Server Node &% IEH HIiEK, #HT HRIEE.

XDump 3R SCE AR 3-8 Fras, B4 1 Server Node EAL 1) 34~ SYN-ACK
R, HEEREIEHNILES, 5P XDump RESEILEHE L JER ThRE .

Source Destination Proto Leng Info

192.168.0.101 192.168.0.102 TCP 78 41668 - 53408 [SYN, ACK] Seq=0 Ack=1 Win=819
192.168.0.101 192.168.0.102 TCP 78 [TCP Out-Of-Order] 41668 - 53408 [SYN, ACK]
192.168.0.101 192.168.0.102 TCP 78 [TCP Out-Of-Order] 41668 - 53408 [SYN, ACK]

K 3-8 fli sk ST AT
M Libpcap APP i3k IEHE 0N ECN 0, IXAR N, XDump WAZFER I HOOK /4
TEM S IRENFRE T, 7] DA E R E IR GG o Bdm i, VCHC RIS Nk 5, &l

o~ —
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— R SCEIA, (RSB 2 A XDump f25, SRJEIRIE % E ) XDP DROP 31k,
W SR JE a6 X 5. Libpcap APP [IFE/F HOOK mi 7E P AX MR SCRR R, ok 3REX
XDump EFF 1 JEGEEAR W H SR RAS BIUC AL JERN R SO E - [FIRE, AKEE N A%
PR EIE B Client U ASE] Server Node %32 f Wi N 37 5T, T8 3% M 448 Wil 97 4% SC ot
Server Node A%t — 5 (115K, 1M Server Node LA N #f SCE S, AW 2 A% B AR 3 o
T B UE XDump AE R E SR D RE, PR IRIEATSEE, 7E Server Node | LA
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