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ABSTRACT

In response to the network security law and the national infrastructure protection regulations,
this paper mainly focuses on the network security construction of Beijing ludaopei hospital,
analyzes the existing network security loopholes and potential security risks of Yanda hospital
against the background of the infrastructure level protection construction of the hospital, and on this
basis, I formulate a set of overall network scheme of Yanda hospital based on the security risk
analysis of the hospital Design.

This paper focuses on two parts: Chapter two and chapter three. In chapter two, the hospital's
safety risk analysis and technical demand analysis, from the field investigation of the hospital's
business system and physical machine room equipment, as well as the actual communication with
the hospital's leaders, the overall analysis of the hospital's plan is finally carried out in combination
with the rectification framework of the relevant superior government units. The third part of the
article is the system design from five aspects: the hospital's security physical environment
(computer room transformation), security communication environment (Communication physical
link), security area boundary, security computing environment (security supplementary design of
the internal network), security operation management (display of the overall network operation and
maintenance framework of the hospital).

The final design scheme has been adopted and supported by the hospital. Compared with the
network security construction of traditional medical industry, the main highlight of this scheme is to
create a complete set of external network isolation protection - the support of internal network
computing environment for business - a comprehensive and clear design scheme of hospital
network security operation and management considering a comprehensive and detailed delivery of
an integrated scheme. The innovation part is the realization of network information isolation and
exchange between Yanda district and Yizhuang District, which can not only support the business
information exchange between two different physical districts, but also conform to the rectification

of national information security.
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