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Abstract : In recent years, with the continuous development of the Internet and software
technology, the concepts of software security and cyberspace security have received increasing
attention. At the same time, security testing for software has become increasingly important. As an
important method in binary vulnerability mining, Fuzz (fuzzing test) has contributed many Oday
vulnerabilities to the security field. As a member of the LLVM project, Libfuzzer helped security
researchers write many fuzzers with very different functions and found many software security
problems.

This article first introduces the testing methods of software and software, and focuses on
analyzing the black box testing method represented by fuzz, and introduces the more common
forms of security vulnerabilities that are currently found.

It mainly introduces the use of libfuzzer, the main tool for fuzz testing, and the analysis of its
functions, and uses libfuzzer to reproduce the two existing vulnerabilities CVE-2014-0160 and
CVE-2016-5180, and analyzes the causes of the vulnerability from the source And wrote a fuzz
program to mine it.

The fuzz program written in this paper based on libfuzzer can help to dig more security holes
to a certain extent, and can write more targeted fuzz programs for vulnerability mining for

different test samples.
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