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> g LAEEIXS5wmAY2 2im O EFOpenSSH 7.2p2kR AR

root@localhost:-# telnet 170.170.85.182 22
Trying 170.170.8.102...

Connected to 170.176.8.102.

Escape character is '"]°'.

SSH-2.0-0penSSH_7.2p2 Ubuntu-4ubuntu2.8
|

: ta = g =~

AN

root@localhost:~-# nmap -sV 170.170.8.102

Starting Nmap 7.70 ( https://nmap.org ) at 2019-88-28 14:35 CST

Nmap scan report for 170.178.8.182

Host is up (0.000061s latency).

Not shown: 994 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntuz2.8 (Ubuntu Linux; protoc
ol 2.0)

80/tcp open http Apache httpd 2.4.37 ((Ubuntu))

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

443/tcp open ssl/http Apache httpd 2.4.37 ((Ubuntu))

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

3306/tcp open mysql MySQL 5.7.27-0ubuntud.16.04.1

MAC Address: 00:58:56:8D:3F:4C (VMware)

Service Info: Host: TEST-VIRTUAL-MACHINE; 0S: Linux; CPE: cpe:/o:linux:linux ker
nel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 26.34 seconds

root@localhost:-#

root@localhost:-#

- Ot Fryrmmem

2016-12-23 * OpenSSH < 7.4 - agent Protocol Arbitrary Library Loading remote Linux
2016-07-18 * [+ ] *  OpenSSHd 7.2p2 - Username Enumeration remaote Linux
2016-03-16 hd *  OpenSSH 7.2p1 - (Authenticated) xauth Command Injection remote Multiple
2008-05-16 * [+ ] OpenSSL 0.9.8c-1 < 0.9.8g-9 (Debian and Derivatives) - Predictable PRNG Brute Force SSH (Ruby) remote Linux
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> EFnmap{ER-OEIESRIRBIEN , REIGERAwindowsiB{ER S , A rlgeEwindows 7. windows
server 2008ay&windows 8.1.

root@localhost:-# nmap -0 170.170.16.116
Starting Nmap 7.70 ( https://nmap.org ) at 20819-08-28 14:32 C5T
Nmap scan report for 1798.170.16.116
Host is up (©.080018s5 latency).
Not shown: 986 closed ports
PORT STATE SERVICE
21/tcp open fTip
80/tcp open http
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
3386/tcp open mysqgl
3389/tcp open ms-wbt-server
5357/tcp open wsdapi
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49157 /tcp open unknown
MAC Address: 00:0C:29:DB:D1:1E (VMware)
i - yrpose
Running: Microsoft Windows 7|2008|8.1

2 10 : il e:/o:microsoft:windows 7::spl cpe:/o:mic
rosoft:windows server 2008::spl cpe:/o:microsoft:windows server 2008:r2 cpe:/o:m
icrosoft:windows 8 cpe:/o:microsoft:windows 8.1

05 details: Microsoft Windows 7 SP® - SP1l, Windows Server 2088 SP1l, Windows Serv
er 2008 R2, Windows 8, or Windows 8.1 Update 1

Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 16.21 seconds
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NmapE&EU T IHHIIEE -
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Bix 127.0.0.1 v | EE: | Quick scan v| Bl Bl J= [~ |
-p- -F 192.168.238.178

7.94 ( https://nmap.org ) at

#<: nmap -T4 -F 127.0.0.1 .
Starting Nmap 7

BE NmapEd B0/ @[3k THBEE 58 Nmap scan report tor 192+16$,238+1?8
Host is up (0.0042s latency).

A 3+ -T4 -F 127.0.0.1 : . . . .
ez « = = = = Not shown: 65532 closed tcp ports (conn-refused)
lee localhost.hu Starting Nmap ?.Q;égt‘ép_;_:]ﬁ'nrrap.c’g ) at PORT STATE SERVICE
15:59 TfERiE . o =RV

Nmap scan report for localhost.huawei.com (127.8.8.1) 22/tcp open ssh

Host is up (8.9?9695 latency). EDDD"tEp open http—alt

Not shown: 95 filtered tcp ports (no-response) Q81 /tc _ T P e

PORT STATE SERVICE 8081/tcp open blackice-icecap

BO/tcp open http

135/tcp open msrpc

445/tcp open microsoft-ds
3389/tcp open ms-wbt-server
5060/tcp open sip

Nmap done: 1 IP address (1 host up) scanned in 16.32 seconds

Nmap done: 1_IP address (1 host up) scanned in 5.98
seconds
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