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Abstract

With the rise of the Web, social networking, a short video platform, even many mobile APP
using the Web as foundation platform, enterprises and the government's information construction
also preferred Web technology, Web interface as the only public interface, even the status of the
Web technology to improve on an unprecedented scale, timely find Web security vulnerabilities
and its remedy become a top priority. The emergence of Web security issues makes operators
realize that the cost of vulnerability protection is very high: Web defense is a huge and extensive
aspect, which is often determined by the type of technology used and the number of technical
instances; And an attack is just a point in a defense, and if a point is breached, it doesn't matter
how well the rest of the whole is doing. Under the influence of this idea, offensive protection came
into being, that is, to view the whole Web system from the perspective of the attacker, and Web
application security vulnerability scanning technology is one of them. The essence of the program
is to build the robustness and security of the malicious or malformed data testing system based on
HTTP protocol, so as to realize the closed loop of discovering, evaluating and remediation
vulnerabilities.

This paper will study the Web application security scanning technology and solve the Web
security problems from three aspects: 1) study and analyze the mainstream security problems and
analyze the mainstream Web application security scanner program thinking; 2) design and realize
the scanning of mainstream vulnerabilities such as SQL injection and XSS cross-site scripting
through programming; 3) study mainstream Web security protection technologies and propose
solutions to Web security problems. Based on these studies, a new vulnerability scanner is
developed in this paper. Compared with the existing domestic vulnerability scanner, it has good

portability and expansibility, and realizes the crawler and plug-in of the scanner.
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