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# BRI RET
def caesar encrypt (text, shift):
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text (str): FENEHIRLGN -
shift (int) : FREREZIAIIIE -

str: JIEEHIA -
encrypted text = ""
for char in text:
if char.isalpha():
shift amount = shift % 26
if char.islower () :

new char = chr(((ord(char) - ord('a') + shift amount)
% 26) + ord('a'))
else:
new char = chr(((ord(char) - ord('A"'") + shift amount)

o\°

26) + ord('A'))
encrypted text += new char
else:
encrypted text += char
return encrypted text
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# NPIETE
plaintext = "Hello, World!"
shift = 3

# IR
ciphertext = caesar encrypt (plaintext, shift)
print (£" I GH) A {ciphertext}")
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from Crypto.PublicKey import RSA

# FARSAZHIYS

key = RSA.generate (2048)
public key = key.publickey()
private key = key

# TP
plaintext = "Hello, World!"

# IEIRE
ciphertext = public key.encrypt (plaintext.encode(), 32)

# R
decrypted text = private key.decrypt (ciphertext) .decode ()



print (£"f#F SN A {decrypted text}")

ik

FEABIF - A IEH T CryptolfE YRS AEEORA B — 12048 ILHYRSAZEANT - 2805 - Fef IfE
BN SR TN - ARRESL - fefa > FATE RN E S T IREFaSOR -

3. A ARSI
B R S S RIS - TR RS R AR AR,
3.1 %47

BYREEEAT T ISR SR 24 - AENPRIIE - i s A E RS © 1
FENFFRIOE > (AR

3.2 N

IR S O iR - HRVZ RIPE BRVIERINI 2 2 -

3.3 i

R e R SR SRR - A A IR R CE S e R (E R
3.4 EWEEL

EHELER A T INE IR SR UNATE 3R o 5 RS EAERE AN E R A (A
AES) FIFEWFRINIERE (LIRSA) -

3.5 B AR

O SR — A KA A P B KPR B + 8 P TSR S e R AR Ay
it -

3.6 W FEH

HF e MR AL SR AT - DUEIHEHERIFEM 2 B EROR » BalE m] DIER &
FHIAERE 4

3.7 B TFY

FEEIEATEA L ENIBERE T L2 E B — 25 HIRIE IR - F WH#E T E
FHESSL/TLSHISSH

E}

I B X CE ORI SRIARTE - Bl TRl DU S it AR s i A IR BRI > 9 SEBRAY IR0 27 2



(RS -
JI[IESTF NED
4. XHRIIE R

S(ﬁT?JDZZ:/z‘“:E*ﬁJDD R AR E S HAV I ROR - XMEDESERS - Ea RESdEII
B PTE B SRR -

4.1 7”1 - AESHIHRD

AES ( Advanced Encryption Standard ) f&—fE FHFYNFRIIEEE - T HEE—1M# HPythonfy
cryptography e TAESINZ MR & YR -

from cryptography.hazmat.primitives.ciphers import Cipher,
algorithms, modes

from cryptography.hazmat.backends import default backend

import os
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key = os.urandom(16)

# ER—TNEEVIRY1 6 F TIF4A LI 2

iv = os.urandom(16)

# GIEAESHIZ S
backend = default backend()
cipher = Cipher(algorithms.AES (key), modes.CBC(iv), backend=backend)

# IIESHE

data = b"Hello, world!"

encryptor = cipher.encryptor ()

ct = encryptor.update(data) + encryptor.finalize()

¥ IR
decryptor = cipher.decryptor ()
pt = decryptor.update(ct) + decryptor.finalize()

print ("JFAEE: ", data)
print ("IIEEEHE: ", ct)
print ("fEEEEHE: ",
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from cryptography.hazmat.primitives.asymmetric import rsa, padding
from cryptography.hazmat.primitives import serialization, hashes
from cryptography.hazmat.backends import default backend

# KRS AT

private key = rsa.generate private key(
public exponent=65537,
key size=2048,
backend=default backend ()

)

public key = private key.public key ()

# IELHE
data = b"Hello, world!"
ciphertext = public key.encrypt (
data,
padding.OAEP (
mgf=padding.MGF1 (algorithm=hashes.SHA256 () ),
algorithm=hashes.SHA256 (),
label=None
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plaintext = private key.decrypt(
ciphertext,

padding.OAEP (
mgf=padding.MGF1l (algorithm=hashes.SHA256()),
algorithm=hashes.SHA256 (),
label=None
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